1.Antivirus / Windows Defender

2. Windows Firewall
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All Control Panel ltems

+ » Control Panel » All Control Panel ltems » ntrol Panel

Adjust your computer’s settings n Largeicons =

= —

Ease of Access Center & File Explorer O File History Flash Player (32-bit)

Fonts .‘ HomeGroup 4= Indexing Options Internet Options

Keyboard : Mouse Network and Sharing
Center
Personalization Phone and Modem ] Power Options Programs and Features

RemoteApp and Desktop

Recover .
v Connections

Security and Maintenance

fAA

Syst Taskbar and Navigati [y Troubleshooti
y‘i em as ar an awga on _ﬂ roublesnog lng

@y (32-bit)

Sound Speech Recognition = Storage Spaces @

‘ Windows Firewall - Work Folders

indows Defender

PC status: Protected
Home Update History Settings @ Help v

Your PC is being monitored and protected. Scan options:

J ® Quick

OFull
O Custom

@ Real-time protection: On
@ Virus and spyware definitions:  Up to date

Scan details

Last scan: No scheduled scan performed




&« Settings

£03  UPDATE & SECURITY

Windows Update

Backup

Recovery

Activation

For developers

Find a setting

Real-time protection

This helps find and stop malware from installing or running on
your PC. You can turn this off temporarily, but if it's off for a
while we'll turn it back on automatically.

@ on

Cloud-based Protection

Get better, faster protection by sending Microsoft info about
potential security problems Windows Defender finds.

@ on

Privacy Statement

Sample submission

Help us make Windows Defender better by sending Microsoft
malware samples so we can learn about potential security
problems and catch them earlier.

@ on
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‘ Windows Firewall

<« - ‘ » Control Panel » All Control Panel ltems » Windows Firewall

Help protec your P with Windows Firewall masin WINDOWS FIREWALL

Windows Firewall can help prevent hackers or malicious software frem gaining access to your PC through the
Allow an app er feature Internet or a network:,
through Windows Firewall

Change netification settings 0 Private networks Not connected

Contrel Panel Home

Turn Windows Firewall on or

off Q Guest or public networks Connected

Restore defaults
Metworks in public places such as airports or coffee shops
Advanced settings

Troubleshoot my network Windows Firewall state: On
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active public networks: = PCRU-WiFi
Notification state: Notify me when Windows Firewall blocks a new app

See also
Security and Maintenance

Network and Sharing Center




‘ Windows Firewall

<« - ‘ » Control Panel » All Control Panel ltems » Windows Firewall

Help protect your PC with Windows Firewall

Contrel Panel Home

Windows Firewall can help prevent hackers or malicious software frem gaining access to your PC through the
Allow an app er feature Internet or a network:,
through Windows Firewall

Private networks Not connected ()

Guest or public networks Connected

G Restore defaults
Metworks in public places such as airports or coffee shops
0 Advanced settings

Troubleshoot my network Windows Firewall state: On

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active public networks: = PCRU-WiFi

Notification state: Notify me when Windows Firewall blocks a new app

See also
Security and Maintenance

Network and Sharing Center




‘ Windows Firewall

<« - ‘ » Control Panel » All Control Panel ltems » Windows Firewall

Help protect your PC with Windows Frewall madanasn WINDOWS FIREWALL

Windows Firewall can help prevent hackers or malicious software frem gaining access to your PC through the
Allow an app er feature Internet or a network:,
through Windows Firewall

Change netification settings 0 Private networks Not connected

Contrel Panel Home

Turn Windows Firewall on or

Q Guest or public networks Connected

Metworks in public places such as airports or coffee shops
vanced settings

Troubleshoot my network Windows Firewall state: On
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active public networks: = PCRU-WiFi
Notification state: Notify me when Windows Firewall blocks a new app

See also
Security and Maintenance

Network and Sharing Center




‘ Windows Firewall with Advanced Security on Local Computer
Inbound Rules
&Y Outbound Rules
rli Connection Security Rules
» :ﬂ Manitoring @ Export Policy...
Overview Restore Default Policy
Domain Profile Diagnose / Repair
@ Windows Firewallis on.
0 Inbound connections that do not match a rule are blocked.
0 Outbound connections that do not match a rule are allowed.

Import Policy...

View
Refresh
: Properties

Private Profile
Help

@ Windows Firewall with Advanced Security
File Action View Help

e« | nE 2 BE

@ Windows Firewall ity on Local Computer Inbound Rules

Mame

9 Microsoft Lync
5 B Monitol ) 8 Microsoft Lync
Filter by State 9 Microsoft Lync UcMapi
Filter by Group 9 Microsoft Lync UcMapi
View 3 Microseft Office Qutlock
9 Teamviewer Remote Contral Application
9 Teamviewer Remote Control Application
ﬂ Teamviewer Remote Control Service
3 Teamviewer Remote Control Service
BranchCache Content Retrieval (HTTP-In)  BranchCache - Content R
BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Ca
BranchCache Peer Discovery (W5D-In) BranchCache - Peer Disco
9 Cast to Device functionality (qWave-TCP... Cast to Device functionalr
0 Cast to Device functionality (gWave-UDP... Cast to Device functionali
ﬂ Cast to Device 55DP Discovery (UDP-In) Cast to Device functionalr




ﬂ Mew Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

-
-
L
L]
¢

Fule Type
Protocal and Ports
Action

Profile

MName

What type of rule would you like to create?

(") Program
Rule that controls connections for a program.

® Port
Fule that controls connections for a TCP or UDP port.

ﬂ Mew Inbound Rule Wizard

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:
Rule Type
Protocol and Ports ® TCP
Action ) uppP
Profile

Does this rule apply to TCP or UDP?

MName
= Does this rule apply to all local ports or specific local ports?

O Al local ports

® Specicocal ports:

Example: 80, 443, 5000-5010




ﬁ Mew Inbound Rule Wizard
Action
Specify the action to be taken when a connection matches the conditions specified in the rule.
Steps:
Rule Type
Protocol and Ports

What action should be taken when a connection matches the specified conditions?

. (@) Allow the connection
e This includes connections that are protected with IPsec as well as those are not.

Profile
(g T | [P O Y i
Mama B New Inbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

ﬂ Windows Firewall with Advanced Security

File Action View Help
Steps:
= 2@ = H

Ruls Type When does this rule apphy?
Protocal and Ports @ Windows Firewall with Advanced Security on Local Computer Inbound Rules
_a——

-

@

@ Action [] Domain
-

@

Inbound Rules

Applies when a computer is connected to its corporate domain. Qutbound Rules
!"‘l Connection Security Rules

> B Monitoring

Profile
Name [] Private -
Applies when a computer is connected to a private network location, such as a home
or work place ﬂ Microsoft Lync
@ Public e Mew Inbound Rule Wizard ﬂ Microsaft Lyl"lC UCMEpi
Applies wiName & Microsoft Lync UcMapi
Specify the name and description of this rule ﬂ Microsoft Office Qutlook
Steps: 0 Teamviewer Remote Control Application
Rl Type 9 Teamviewer Remote Centrol Application
Protocel and Ports a Teamviewer Remote Control Service
Adtion ﬂ Teamviewer Remote Control Service
Profile Name: BranchCache Content Retrieval (HTTP-In)  BranchCache - Content R
Name |RP| BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Ca
Description {optional): BranchCache Peer Discovery (WSD-In) BranchCache - Peer Disco
0 Cast to Device functionality (gWave-TCP... Cast to Device functionalr
ﬂ Cast to Device functionality (qWave-UDP... Cast to Device functionalr
ﬂ Cast to Device S5DP Discovery (UDP-In) Cast to Device functionali
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