Ad
.
o0
= - a i
FIBNUNANSANYINTUTERUAMILAYS
mnnaﬂnmuma'lsuwawmﬂszma"lma frome
‘qumﬂw A. 2568 l Imp/
THAILAND NA IONAL CYBeER RISK ASS:SSM:NT + N
R:PDBT E&E \ i b8
10011 s .
1.1 001 :53 ; "
E 2 { i ot i
e 5
L3 0 3 ik 303}
+ ¥ ;8 i \
& - :
l:o 0111 it - gg o
r 10000 ‘o L .... \ -
1 i
. . 1 o
o |o§|| x = \ :
4'@ @ 0

i] ahunmuﬂmuﬂssumsmﬁnmwﬂuuuﬂ% E]ﬂﬂ&l'lﬁtuaittﬂ\i?ﬂﬂ (@nuy.) |

: y R SR
" el 0+ ‘/J; ;f?*‘.\ g
] ? N . T@ > 2 i (:







N
ANRAARNNRNAY

AN

WiEee  wnueansAnsmMsUszdiuaudssndeanaumslgues
vasUsunAlne Uszdit w.e. 2568

Savhlne  ATnOUAENSSUNSMSSNwIANUIuAIUaenie lsuesind (@nu.)



N39UN15UsZIIUANLALNAINALANAINKS
voUsEnAlng Uszind 2

TH-NCRAF

(Thailand National Cyber Risk As

RISK ASSESSMENT

RISK IDENTIFICATION }

RISK TREATMENT
RECOMMENDATION

CONTEXT RISK EVALUATION

ESTABLISHMENT

RISK ANALYSIS

SNONNILNOD

Assessment and Improvement




GREAVLT

TABLE OF CONTENT

a1e11ny

unaguRuInng
unid
nseunsUsliuaMudssnniganatamisleivesvessemndlneg

sneaunan1sUsafiuanudssendsanaiuneloesues
Uszwmdlne w.a. 2568

YorauauuziBaulauigianisusnisanades (Risk Mitigation)

unaguuaziianigluouinn

ENGLISH

Executive Summary

Introduction

Thailand National Cyber Risk Assessment Framework
Thailand National Cyber Risk Assessment Report 2025

Policy Recommendations for Risk Mitigation

Conclusion and Future Directions

32

55

61

67
70
75

98

122
128




_m”.u Lo oo

wugameij
1& H-D W@nu o N o N e i IR

PR 000 -
1000 — — - Anitn
)OO —-0000-000

@@! mu COCO-000
e m@ J--COCICD
IET O IO

A4

)
== (Ea i mm i ma
EE .00 O

E1°CI O -
SERED CO C Hi1Q]

MV
GG Ey@it3 c (

) G EajiepawpE==SC]) CJ CJ) — CJ CO OO -
) (CD EDiSaleas= €3 CJ CJ €0 CJ €] 0O OO (

b3 T0r1

ClEEEaasti== CJ CJ O €300
L B a—-a (e = )i el Jlo===A I T R




- — —— GONGSEENC) CJ OO —

wawm 50

man”_.@u (i) nu [jR=— —— ——

hqomuéowd

m.ﬁ 1901018 o
i @bI ] ESUEN 3 08Tdd 5l 24 (o' o

B 5

ﬂ_nu nu C§— g nu nu CIRCIEIRCO C <

uHSTISIFID L0001 L00: 02

el _..U M),l Riaq OO 0O OO0

(pul
unaﬂ@nuwm,mgumu -=N
R0 8 000

gﬂ_aowo&e:o T HOT

1L e CELEINEE

Y a

UNASUNUINIS

U

|

[0TI0TT

)II100III000LI




MeuRanAnsAUIziim A InfeanAma e’
apaUszwelne Ussiit w.d. 2568

unasuRusuns

AsUszliuAudgameluasseauUsenalutauUseann wa. 2568 3nnTu

melanseunisuseidiu Thailand National Cyber Risk Assessment Framework (NCRAF)

Tngd1tinauANEnsINNSNNTTAMIANNTUAaans 8 luluasuiend (@nNe.) Wadasien

anunsaldeanaufidwanonnudunivasadeluvesvesussina naenaududoya

arvayunsimuaulous wagaInIn1slnagnsiuanudunsUasndenileueses

Wuszuu

nan1sUseiiulunmsivazneuliiiui Usewelnedseduanudssmslaues

Tnefirnudsdasdn 5 duduwan lawn

1.

fuszasionnmevenlidesiminnuendusieiddunindmnndams
ansaunakazinaluladlnglilasueunn
fUszasisnnaeuenuaznauiUsrasefismnguamsAdlidesniann
g elaiduningmnadamsasaunaazivalladdelanfinuy
Ufiesnsliu3nas (Denial of Service: DoS) figjaitilugatimneiame
fUszasisnnaeuenuaznauiUsrasefismnguamsAdlidesniann
gevdndifelauddunindmnadansasaunauazimaluladdelauduuy
Ufasnsliusnsiilidszyimaneiane (Simple Denial of Service: DoS)
HUszasdenaeuenlivedvinngendwiiialauisianennaduseuy
asauavetesAnslumiiadeyanaluvesssuia Wy Ransomware wiin
fimiauideanisnadu Wy
Q’Uizaaﬁ%ﬁﬂmﬂmsuaﬂ%’ﬂwimﬂmmaﬂﬁm%ﬁqﬂﬁuwulﬂmu (Recently
Discovered Vulnerabilities) 1l elaufidunsngmnadanisansauneuay

walulad



swuEemsAnATUszumERInisanamaleues
vasUszwAlne Uszant w.e. 2568

nuan1sUszdiu anuy. Iaveumadalsvedfisaduadidnanuannse
fuaaunsaenselnveivesUssina Ussnaude
1. MIINTEAUANNENLNIONTINT ULaERaUaUas ayslaiuas (Cyber Resilience)
TpsouPgunNMAEI
2. MIPNTAUATIEINTOATIITULAEA VAR Bvaleiues (Cyber Resilience) T
ASOUARLMNAAE I
3. msdasenalnnsUssdiuerudes sedumAdulsssmnd (National Cyber
Risk Review Continues)
4. FAIMTTUUNITWALILTUA T Wad 1uadusl uaslasnduluues
(Cyber Workforce Development System)
5. N13aT9AUTINilesEninn1nsy MAenYy kaziusingseninesene
LﬁaLLaﬂLﬂﬁauﬁagaﬁaaﬂﬂﬁu
nan1sUssiuautuaslaendeleiuesusesid 2568 vesUszmelnedmy
Forifunsimsianisenuidsareundouiuie Tnsamglungumingauniaiyi

= v

AZRUUAIUNT DUANAIVALT YUIBIUTATIAT N UFIUA A YN TAULVALAS NU89Y

o«

v
=

muauvsemiugua duwlduwauiiasusuusaddy msauaiidanuaansany
anuuasUaondeluvesvesusumalildFesiisuiunafiosadaier uikesdinsusuuss
ogwioiilosuanduszuy Lﬁaim%’uﬁa@ﬂmuﬁﬁmm%’usﬁauuazLﬁm%umﬂ%uiunﬂmﬂdw
fau nsussidundsiFaasioulfiiudsausndulunisensefulinanuanansa
sumnusiuasasadeluuefuesssinasgesoidouieliusumalnefanunioslunis

Yosriu Sulle uasiuanndeanauluuesliegadunaasdsiu




1. UNA




senuNansAnsmsUssiiummidsaniuanaamsluues
JasUsginalne Ussdnl we. 2568

1.1 wnlinaaunisaluazanudssinudieanaiumaliues :
amsaulanuazusemalne

AMWsIUABANATY Cyber Attack wialanlud 2025

AnudsmemadsegiaaInawyInssuluues

aansaldinAnudsnienadsegiaana1vgynssu luues
mlanazgede 10.5 auauneaaisanigrel anelul 2025
FUNUYUIIN 3 aruauaeaasiul 2015 uaziulnweasdas

15%

nslauduuulildiauas (Malware-Free Attacks)
578497490 CrowdStrike 58Y31 79% vaen15M593UivANATY
Tud 2024 \JumsTauditlaildsiannd davuneanuiuaninas

Tdwaiindug wWu msloudnududildngnulue wSemsly
wnsasiiangnRadiumsiinisseuy

msld Al Tunaslaud

wannasianinnalulaglyauseavg (AD anldlunsloud wu
Yy o o & o A a = vy & '3

nsasBuaivdeimiioussunndu asasraiuludvasy uay

mMsianivedlnivesssuved e



CYBER THREAT
LANDSCAPE 2025

ukaviu Global Cybersecurity Outlook 2025, World Economic Forum

Geopolitical Tensions

ANuTauguksanwliavsasmomsiiov

1iou 60% yavavAnsUSULLWUTBLUDSIWSIlISVAQAU
drunosgmaas AurAvdallumiay Ao MS9ISASSY
Tswos ua:msgayidedoyadAry/IP oazioudn
Cybersecurity WlguA “IT issue” udiu Strategic
Business Issue

Supply Chain
Interdependencies

mswWowiaAgAulukvldaUnIu

anuioulevimikmshbudkdonnurawaraidn q
Wkl awnsa “aw” JUgnoindatressiold

Al and emerging tech *
Uryeyrds=auguazinaluladavslku A

avAnsddulkajasskun31 Al mdvaziiuwdsulauns
hudua:msUovaulsiwas udgoviansaumisiniuuas
vasmsfiiAuqua

Cybercrime Sophistication
ANUBUGauvava Y INSSUTBIUDS

« msdalavatdinalulaglswas
(cyber-enabled fraud) Guusltiuw@udu

» mshuduuu phishing ua: social engineering
Gsusuundu

» msulugdayadouynna (identity theft) nareu
AUIdsvlsuasdruyanadududu q

Regulatory Requirements

AUOIUANKUIE/SEL m @
ANUBUTaULAAnSITBURLIAAUTU AoAdummalkey
ua:nangWubovlkilkinamsbuld ddewsiiaaauy
duausuilikaslasmsiaungs:10ou KSaANUBUGDU

gvenn sulawnsavfuaawldkua

Cyber skills gap
gaviwdunnu:lsuas
ANudavmsunanslsluasgondUSIULAzAT UMW

Abagosv GvavAnsdulkaiMmavinGay ANUIEEY
wolasvasiv mnluisvawanaksasanaynains




seaEansAnsNsUsEiivruEisntuanmamdlaues
vasUszwalne UsesU w.e. 2568

anun1salieanaiameluesiudssmdlng w.a. 2568

mirgauiguazmbsrumsdnniduding  farstasulfsuuiudusanuuuuane
manmn'[wﬁ’luﬂ 2567 Tﬂ&lm’mmmﬂmim‘w
Iesuniuiinlind 3,100 wiamsal sansal
Auanmudududu o Ae "umw/smmusﬂna"
uazweansTausndn da "mssinatniaou”

Uady (Multi-Factor Authentication, MFA)
Tiduinasgrudmsumissnuvesy
waldsuAMNUaannY

SN

wualiiunslani “daelaguniu” (Supply
Chain attack) uSan1slddasluivasssuu
Wusiing s’ﬂnusms usaszuUMEUanUUu
ammu (pivot) mavmaﬁ.,uuwaﬂmmaaﬂns
maaludeiinfina

aaﬂﬂﬂudsumn"lvmﬂnaa‘luﬂ'nmamm

mnms’lm..uuwmam (legacy systems)
uazAududaumamaluladas Faonaifiu
amaaum’ﬂuﬂsumnmmm.,Lﬂmasq.uu'lm

) =3 =) o L4
FLUMNUADUUATIAU — NEEAIAU W.A. 2568 S.IS"IEN"I‘IJlﬂﬁ!ﬂﬂiﬂ!ﬂﬂﬂﬂﬁﬂﬂﬂﬂﬂ,‘mﬂai

v v
57iadEY 1,002 ian1sal lnednwaziauAa MslauAuuu credential stuffing, DDoS,
o ) - v -1
ransomware KazN1533 (uavasdaya nthadeiududiofuszasnireldlaseadraiug
uuAaA uazn1sga Al Tusuuuumsloud




seuRamMsAnMsUsTiuauEsInfuanAluues
YawszAlne Ussnt w.a. 2568

1.2 Tassasefanssunisussdivamaudssnndeananamislviues

AunauAnenssIn1sNIsSneAuTuAsUaanfeluiuas wiewd (anuw.)

Ioaufunisdnfanssuvszlivanudesiadeanaunilees edinseiuseiduniny

D.

v o

dearu deanaiunislsiveslunmsiusedudsemanaz seaunguniieulasasng

e

°

o v o & oA < ° o o
nuguddgreansauna Inedniidulasinsdeleadulseimnlidielvaunsansiu

£

feszdummudssnndoananmislaweiiinsudsunasegnasanat wazdulunuuun
URtRfunsUssfiuanuidsasdsuesmumasgiuaina deimueliinissedunim
deamadlmuededhateslay 1 adt Sniledidenadasiuins 54 uwiansys1vUalRnas
Snwanusiuasaeadelaues wa. 2562 Fefuualiiinnamuniuanudssmiie s
Tassafrefiuguddymsansaune Wulsesmndawientu é’mﬂu%@;&aﬁugmﬁﬂﬂﬁ
nsnausdlunistesdu uile wazanmnudssdeduanaumnidlauesaenadeni

nzTURgRnsTnvautunsUasndulaiues we. 2562 Auun

ns=usumsaitiuniu (Methodology)

Literature Review » Focus group Fiameiok survey Collecting Data
Development

Existing Document * Review Thailand National Thailand National Cyber National Cyber Risk Assessment
* Global Cybersecurity Index 2567 Cyber Risk Assessment
* Thailand National Cyber Risk
Assessment Framework: NCRAF 7 Framework 2025
2567 Criteria (TH-NCRAF)
* NAST 50 WSU. 2562
* swonuasywamsautiuniusooms

SnunanuluauUAaNUltIUDST 2567
(10066 -30nu67)
Future & Trend .

* World Economic Forum, Global Risks Output ‘ Risk Assessment
Report 2024 or latest

* World Economic Forum, Global * National Level wasousoonnibumu National Risk Register
Cybersecurity Outlook 2024

* ENISA Threat landscape 2024 or i
latest Snnaxwiiuaouasanulsiuas (Cyber * JolauonuzBoulonuiomsusmsanuiduoius:auusing fv

Risk Assessment IUUSITUAUIAUODINABAN@IIMO

* Sectoral Weigh Index Isoss=Giusoousna

* nuuwosuMsUsTUAIHBOGUMS (High Impact & High Likelihood)
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2.1 N1558YUTUNIEIE4TU (Context Establishment)
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2.2 M558YAMULADA (Risk Identification)
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HUseasine (Adversarial Threat) io1aifinduiiuesdns - Useing Fadlosdusenauniny
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malwiuas (Threat Modeling) &aiilassasnamanmn
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& %2311 (Vulnerability) |
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2.2.2 115584031113 (Vulnerability)
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2.2.3 Q’Uszmﬁ%’w (Threat Actor)

FUszasdsre mnefs yana nauyAna 03Ans vide Ussmefidesnistiuseleviiann
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Taxonomy of Threat Sources aHN1TUUINGUA
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Root level
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2.2.4 winnsaldsanaiunisleiues (Threat Event)

winnsaldeanausleiues vanediavanisalfidussasdiienseyinaiy
deomelaeldnads wazwedanislanfnislaues Fwunseu Widedsanuinsgiu
NIST SP 800-30 nMAKWIN E-2 Taxonomy of Threat Events 43N 1suusngaimgnized

o

fuananuesndu 8 ngu laun

1. nua P: aammuuassmsau%’a:ﬂa
(Perform reconnaissance and gather information.)

2. vun C: @5191Ase9iiolauf
(Craft or create attack tools.)

a ¥ a [
3. 1u7A D: ARAIAINAINSANIUUDUATIY
(Deliver/insert/install malicious capabilities.)

4. v E: Tuselevigedlniuaznisgnungn
(Exploit and compromise.)

5. K9 A: adunislaum
(Conduct an attack.)

6. MM R: MIUITANATWSTILiNIUszaeA
(Achieve results.)

7. 4070 M: 8BULSULATNAULAEITZUUATIVTU
(Maintain a presence or set of capabilities.)

8. ¥u3n CC: laufussaunatesuuuu/yeamna
(Coordinate a campaign.)
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1. wua P: aamttuuuaziwimﬁaga

P.1 ANLHIUN15d1509U50AUNUIATEUIUTOUNDNYDIRIANT

P2 duiiunsindudeyanisdeansuueiotieiiUame

P.3 59U59UY0YAY009ANTANUNRITYARAG 1T

P.4 Afiun1sdrsauazaanuutasAansidiving ' )

P.5 Anfiunisduaudeyanigluasanslagaidedianasigninmg
Tuszuu

2. 45170 C: @519LA5049301auR

C.1 N5a519uazALUUNSlaNALUUAYT .

C.2 asauazeonuuunislanfnvvatysiedeaianzaadinung

C.3 a¥deuiseaanuuunislanfilanisauaniniindeumalulag
asaumaiildanueg

.4 a5 aulwdvasu/iuledideunuy

C.5 aswisevasuuUasluiusesadvia .

C.6 as1eu3gnvmiieunsndrusenauitlusunsiedng
aldguniuve sy

3. U7 D: ARG m'mmmsnmﬂuaumsw : a :

S Y

D.1 muaLL'J'i‘wsﬁ]nIﬂﬂﬁ'fl,ﬂvfl"]zj'iwua'ﬁaummﬂEﬂuaaﬁﬂi

Y

D.2 aauaLL’JsmaﬂmLL‘Ua\ﬂU&’J’asuuvmiautwﬂmﬂiumﬁns

D. 3TammaﬁaLmu:uuLm“mL{]'mmaLwaaﬂﬂmﬂus“wmﬂiu Lazha
JoyannIINBIANg

D.4 aauaLL’J‘mnas"UUImJms’lmamamlm

D.5 msauilmamsaﬂu%ﬂmLL’JsmmqﬁTwam"lﬂ/mawamnmmmaiuiaa

d19du LVIFiL‘(NWWﬂHIEJ
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3. ®u7A D: AnRaAnuaINnsanidusunse

D.6 Hluffawrsuvunzastdmuneadlussuvansaumauazdulssnou
vasszuungluaeing
D.7 Hlasfauafianeneasus s uUASAUYAYDIIRN TLNTAIATSEUY
l#fauey
D.8 anasuunsnaunsaliasunsegninudasliiingeslnilumaly
UNIUYDIBIANT
D.9 n1sfanUad nseudlvdrudsznaudas lagldldeyayalugunsal
fidsnanovasldgunu
D.10 findelusunsudndudayaialuvussuuaiuauuiainiatisvos
24ANT
D.11 Andslusunsudindudomauuugaiiawsidmneuussuuniuau
¥391AT0UNUVDIRIANS
D.12 Hasiawrsuanunielugunsniuazgonuas
D.13 n1slaufnnu "yama" AU iRnuenuisualvetadnns
D.14 Tawrinu "yara" dlivfoRnuenusuduesesdns Insyaaati
oglushumisiiddryvesesdng

O& 4. v E: lusglovigedninaznisgnungn

E.1 [davsnsidnfevaaniinamuiléSueynn ileuilugamuiinieds
81UIEANNATAINVDIDIANT

E.2 wizggasluivasssuvasaumaiinasianaianselilézuayan
Fulaumssodumosiin

E.3 1¥gaslndannnisaenn Split Tunneling tiedndsszuuasdns

E.4 Tddadlwiannsurinineinsveslduanesieluszuuaanin

E.5 1¥Uselomiandoslnivesgunsaiiafoud idu ududiou, PDA,
aunininu iudu

E.6 TiuselovinnvedwiniisgnAunulnaliuiu

u
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4. v E: Iuselovidodlniuaznisgnungn

E.7 Tdussleviannveduiluszuvansaunanieluesdng
E.8 THustloviiannvoslmifisiligndmmendodslifiunad (Zero-Day)
ivolaufiszuy
E.9 anasuunsnaunsaliasuusegndnudaslviindedlnilumicly
UNIUYBIBIANT
E.10 n1sanuUa niaunludruusznaudinsy Taeldlasymyin Tugunsal
fidwwarevildguny
E.11 azifian1ssinansvesdldlussuunanditldsuiunanemiasay
E.12 yngnsyuuansaumeaiisinnuddnylasandenisdhiemnsnisnm
E.13 ynsnszuuansaumaniogunsaiigninlulduenasdns udagninndu
danideustelussuuvesasdnsdnate
E.14 11gvifounsnuawenduasvasssuuasaumaiiauddnyves
99ANT
E.15 W1zssuuamsaumaAvesasinsiiosneanuazmnlunisuluevie
ihdayasanlumauen
E.16 me'%aamﬁwﬁayjaﬁﬁmméﬁﬁmﬁamiﬁwé’ﬂmmaqﬁm‘
E.17 0121508 lnNSEUIUNITORNRUY NITHAR kaZ/MIaN15IAIMUY
AHUUTTNIUTBISTUUATAUMA (5IUTI15ALIT YOS lastilsuwas)

5. K19 A: andunislaum %
U

Al sufiunislaufigaenisdndunisdoans

A2 suflunislaufingnissuniudyanalsane

A3 aufiunislauflaelgnwesn Tuslnaea M%U‘%ﬂ'ﬁﬁ"lﬂ"lﬁ%'uaqu'm

A4 dufiunisloudlaelduseloviannisindeudedoya/nisiuds
Foyafioynalsidruundasiu

J
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5. ©UA A: ALHUNIS1aURA

A5 andlunislanduuuufiasnislnuinig (Denial of Service: DoS)
wuUdg

A6 dndumslaufnuuuiasnsiinuinisuuunszane (Distributed Denial
of Service: DDoS)

A7 ddiunsTafuuuufiasnisliuanis (Denial of Service: Dos) fisjarth
Tugatmanaanig

A8 AawglanfAnsMenMdeaauiviogUsAinIeNIeNHesANS

A9 dewmlanfiviimenimselasiaeiuguitaivayunisdiiiveues
29ANT

A.10 Aownlaufiszuvasaumaiieruaudevinaanuil wiegunsal
NUNAYAINVDIDIANT

A.11 aiunmslauAuuuAumdeyaluanmuindaunalin

A.12 AniiumslauAn swe1e1uNg sEUURUUAALAN SHARTY

A.13 sinfiunslaud Zero-day wuuliisjatiane

A.14 Sapseansidousioveldanaeusnadans

A.15 Banseansidieusovesgléonmelussdng

A.16 anilunislaudnisunlunissudadeyatnsatieainaisuen
(Man-in-the-Middle)

A17 sudiunslafinsualunssudsiayawsatieannelu (Man-inthe-Middle)

A18 G‘hLﬁumiﬁﬁmn‘s‘mé’fﬂﬂmmﬂwuaﬂLﬁaumwﬁauya

A.19 @i"lLﬁumi‘ﬁﬁmnﬁsuéfqﬂmnnﬂ'm‘lmﬁ'mmawﬁayja

A.20 dndiumsTawdiigatuaginliiesesdioniegunsalduivemnting
dAYNIINYTEUL

A.21 gndiunslandviasldgunudigaiuasiisdesinilusnsaung
wanAws vidailsuunsfiddn
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6. MM R: NSUSTARAANGT LN sZAIA

R.1 dndunazaluedeyaseulnimsanilaaietisniauen (Network Sniffing)

R.2 alugUayad1AsyeanaInsEuuuatadAns (Data Exfiltration)

R 3 virliusmsuiessuuiiglasfidenl ivhautnande biaunsaliuimsld

R.4 viliduddayuesszuuidemensagniansaulsiaunsaldeuld

R5 udlovidenuteyauussuumsisaeaudoyaligndes (Wi nswdsumth
Auledvesasanslinatetuiuladniswiv)

R.6 vildoyaddRninsundaidemesulisusadedeld

R.7 nebiiinn1sgeusdenugnissvasdoya lnun1sunsntayanauail
fnvnzidetiodngssuuasaumavatosins

R.8 noliiAnnslamedeyaiiddnyuas/viatouadoulna Tnadldi
lsuaunn

R.9 viliideyaduilvanieliaunsaldmuldlaglilléFuoyann

R.10 Anlstayavwnsadialiaeainaisuenasdng

R.11 nmsiniszuunieteyalaslilaiuaymin

R.12 iirfendesiusiudeyaiiianuseuluranszuvarsaumaiiida
Thanssazidniala

R.13 alugvFeiiudfoyauargunsnianssuvarsaunadoiilonia

7. %120 M: a9ULSULASHAULALISEUUASIIU

M.1 vilinsnsevivesheglaufgnunlausesinmanisnsaadu
M.2 U5ugduvunislaudinisleesmudeyailaainnisidraonuuy
BEREGEIGE]




seuNansAnsMsUszdfiumudswinieanmumnaleues
wpsUssmdlve Uszsnt w.e. 2568

8. mun CC: lanAuszaumata sUwuL/4ean

cC.1 Muusuuazdniunsloufinanedunsunuusoiiewaginussuy

cc2 nawlafiomiamelunasmevenwieuiulunaessuuresowins

cC3 nawlmivasornmieniuieviedoymieussad mnefivals

cca wwnsloufnnssuuignineudluSiduduresesnsosnadudumey

cc.5 Muunulaulsuefuvuseiiosuazuiuiudsuld Tnsendodeya
INNTADALUUNDYNALLDYA

cc.6 Mmunulandluveslagliisteamanieuen aelu uazangdn
Turaldguniu
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2.2.5 msuisuAgsduwaMsalivanaunlywesngaszyluaiy
desnndeanaunisluuesvesuszmdlne U w.a. 2567-2568

desanmansafeaneumsluuesuesnseun Adnsumuduiinisionsun
Usuupinnuduiagduiasfinnsanamzimnnsaifsanaufifliussaidiie (Adversarial
Threat) Ingd148991nnadisuazinaia auunsgiu NIST SP 800-30 fafina1iluiade
2.2.4 sl TwaziBuafiuanineainnseun U wa. 2567
TunsiiieliiiouiAosnamundnadild Fedinstinseidanunamanis
feanaruneleiuesvonseus J w.a. 2567-2568 AU “nuiaman1saldeanau
maleiues” (ncident Class) 71 “audussanunisinwmiusiuasasnfoszuuasuiiomnes
WA (ThaiCERT) §198amuannyann ENISA* lilodavhaRfinateanaiunisleiues

TradWIAALEAIRININ

Abusive Content

P.1 Perform perimeter network reconnaissance/scanning.
P.2 Perform network sniffing of exposed networks.
P.3 Gather information using open source discovery of

Malicious Code
Intrusion Attempts
5G‘IHLDG‘IHLJ Intrusions
Information Gathering

organlzatlonal Informatlor:.' |walvu'§uumauma Information Content Security
i IIla=asw Risk Code Eranel
CC.6 Coordinate cyber attacks using external (outsider), Defense evasion

TH-NCRAF 2568 - Threat Event ThaiCERT

(n) o@awaaiazanuduiHasiauhildasio
(v) Avanawonmsfoua (Willful Attacks)

(@) AsanaumINMsounudms (UEmshsarminuHLbomU Mouan)
(Service-Related Threats (Services Provided by 3rd Parties))

HoIUsuuifyuwa

TH-NCRAF 2567 - Threat Event

* — Reference Incident Classification Taxonomy - ENISA
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Sub Categories

Incident Class

Spam
Abusive Content
Harassment
Malicious Code Virus/Worm/Trojan/Spyware
Scanning
Information Gathering Sniffing

Social Engineering

Exploiting of known Vulnerabilities
Intrusion Attempts Login attempts

New attack signature

Privileged Account Compromise
Unprivileged Account Compromise

Intrusion
Application Compromise

DoS
Availability Attack DDoS
Sabotage
ALIAAINNINTTIU Reference Incident Classification e el ¥aenndeanansnl
Taxonomy - ENISA fMuanaunidlaiueinunseun
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Incident Class Sub Categories

Unauthorises access to information

Information Content Securit:
y Unauthorised modification of

information
Unauthorized use of resources
Masquerade

Fake Website

@111508UNY QR Code IiNBLUTINAN15IANIIANYAIUFULUUSYANAILNIS

1astuas (Incident class) ladanan

Scan here for access to the mapping result

uaNAINUY ﬁaanmuﬁgn%’mLﬂuumwyjmugﬂLLUUﬁ'ﬂ"quma% ngﬂi%ﬁ'mum
stamINULAeN (Risk Code) Falaian984lu Risk Matrix Tudunaunisuszifiuainudes
(Risk Evaluation)
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msaswsHaanuidow (Risk Code) dmsu Risk Matrix

HUDAAUNSWE (Asset Type) O IIuuS1aoviHaMsSNganaIUNIsIVDS

adwiFsvoINABAnaINIBIUDS (Cyber Risk) 1 S:mMs

Risk Scenario Incident Class MoLSHADIDL

Gmu|ﬁuomnr‘fuqnmum\)luluas' (Cyber Risk) S5 Abusive Content : AC ity AC.1 [Risk Scenario]

MC.1 [Risk Scenario]

I1A.1 [Risk Scenario]
1.1 [Risk Scenario]
1G.1 [Risk Scenario]
ICS.1 [Risk Scenario]
F.1 [Risk Scenario]

DE.1 [Risk Scenario]

Tnggauaunsaaunu QR Code iaidnfsnaamzilouanudsauaz snag1ase
Anudsngnlalunisdnvin Risk Matrix lasanim

Scan here for access
TH-NCRAF Risk identification
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2.3 n15AAsIAauAea (Risk Analysis)

nMsisigsianudssaindennaunisleiued Usznousie 2 daundn laun
seAUNANsENy (Impact) uag seavlaniaiamanisel (Likelihood) sazviaufs
sydummdssimhenuldFunansgnuandegnaamisleives

2.3.1 M151AITNEAUNANSENU (Impact Analysis)

sefunanseny Ao seduarandemedionainduainivesdnsidioiiaumenisal
fognaunisleiueddud awansenumuingussasddunnuiuasUaondeloues

Toowuadu 3 #1u a1y CIA Triad Tawn

1) Naﬂi%ﬂUﬁ’luﬂ'\S%ﬂw’]ﬂ’l’]Ué'U
CONFIDENTIALITY

2) HANTENUAUAIINASUSIUANYT A 3) wansznuduaunwseuly

INTEGRITY AVAILABILITY

Tumsiasamansyyululsazauau CIA Triad ABIRATUIMENAIM
o nansyvuseleldsazannideiievemmiienu
® LansTVUABITUANUEEMENINSRukATAUNING
° waﬂsz‘vmm'ammmmazﬂumsﬂﬁﬁamﬁwﬁ — NTBUIUU
e nansznusion sURURMNNgvIeuwazsele
nIfisansyAuNanseny dmualiudadu 3 seauldun seaugs sedudiunans
wazseausn laendsainfiansauiudazauasudiu sedunansenud gegaazgald

Tun1suszliuseduanudeasaly

27
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2.3.2 msaesiztlemaiavanisalisnnaiu (Likelihood)

lemaifiawanisaldsanatunieleiues vuneds seAuanutiaziiamgnisal
fognaamdlaiwes vie szvmmdululififeanenumalaesazerdedediuiinland
mhpnuaninanudomelunisiiansanlenaiamanisalioanaumslyuesiiniswus
ffnsharsandu 4 dw loud

v
19 ' °

e szauaueIn-Selunislaufian (Reproducibility)

. szé’w’ummLﬁ?j‘lmngsuaqpﬁwaﬁﬁaﬂ% (Exploitability) sdun1¢1unais
uazwmada lunsdiduflandiAnannissiungy vie whefldsuatuayu
1ngua awvhlilenmainenudsadiuiy

o szfumMMEIN-MeTiflanfazasianutestni (Discoverability)

o wgmsaldsanaumsleiuesluedn (Past Incident)

n1sisaseaulenaiamanisaldeanaiunislgives mnualiuyadu

3 sefuldin seduge seAutunens uazsedudi nendaainfiansanudazduasudou

sgaulenainfiasan asgnitlunisussluseivanudsssialy

2.3.3 M5IAssisEauAULAS (Risk Analysis)

sgiupmudssaindennaunidleues Wududssauivbenuldadu manssvu
Mnmsnsalideanammslavesdgnimualaslenianasiaunnisel seanaudiindu

LAZSEAUNANTENU Taszrunnuidasnieldnsauaiignsmuiuuanesagunng

SETAUAINLALN = (SEAUNANTENU) X (SEAulana@nanndLaea)
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syAuAIdsrgnuantly wvindanudes (Risk Matrix) #davindu anse 3x3

AN Feazgnltuaninnsinnnudssiifiaduiioruaunsn1sussmanudewialy

£y

Yunany

*Nu

nand Yrunaig

WanNT

i B BN Uuna
i Jrunang G
Tomaifin .

2.3.4 msuSuanszaulindussauineaiiu

Joyannisussidiuanudsinindeanaunialeiuesa veusagmingay 81l
WNIINITHTLaETRTEAUNANTENY - lonanaziia - seAUANNELY Twansnaiy
) v a J 1 aa a U oYY = A o 1% v o
wielinanisuszliuudazmitsnuausadisudesiuld Jadin1sdnseavliidusyeu

et (Normalization) Aunsau= Tneldinnueionadanamisng

o wignuilffand | nibenuilinad | mibhvnuhldnad
STAUMNATIUY o i -
3 szAY 4 szau 5 ssAU
9N g93n
u EY
G,
a9 ay
u U
Uunang Yrunay Yunand Yunae
2 4 : o
BN k| B .
RFRb
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2.4 n15UsgLiuAn1ULAeA (Risk Evaluation)

vasUszmedlne Uszdnd w.a. 2568

2.4.1 wuINNINI5INANUANAIALY (Risk Prioritization)

HalASUNANITIATIENTEAUAIUE BILATLARINA LN NEAINULEBaal 39N

#1sandadduaud1dny (Priority) anudesiiasissdanislveyluseduanud e

gousuld vise annansznuat lumsiidaladnriuumnmeuauesiuanudsanindeanaiy

Maloiuas Tl anISFaNvsNgAINULERIRINN

HansIny

1x3: annansenu (Reduce Impact)
HIUNITANANTULTIVEIHANTENY (U
W3Laminensd1ses sTUUATIRABULAS

udafiou anid
2x1:wpuiulusidosiinnia (Monitor) 2x2: IansuvUANnR 2 i
ihsziegdlndin uasnieuussesiu | amsramninnniuuasnansmunavg i e
loifinwg iy uazmumauluszdn )
1x2: fosannrnninziiu (Reduce D3anaanhenuiiiu
Probability) (Prevention)
1x1: vouFuld (Accept) 2neszuuAIuAY sutfunstasiilail | DaviulithAntudenasmsdunn
— dhiamuna uasdamaduniinim fimmannanl Aanwathelndda
Temaitozifin

LUIMNNNISINAINUANULABIRY Risk Matrix LUy 3x3
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2.4.2 uwINMINTsMBUANBINUAULESJ (Risk Respond)

mnMeReUaLBInNUEsINfognAmsziunAsely Taedl 4 wwmng

o mswauiuaMudes [Risk Acceptance (Accept)]
dwmdumnudssidnansenuiuazliduilunsdanis/deatu uideainimih
sy¥segeminane

o n'liaﬂ/nﬁﬂfmquﬂ'a'lm?im [Risk Reduction (Control)]
UuUgsssuumainey waedesmifiietu Wearlonafiazideanudemevie
aHaNszNUTiomasAnt v e mdes Teglussduiivensuld wu medneusy
wilnnu nsUededlminidluues nsanssuudansasdldnu Wudu

o nszvwANuFes vislouanudes [Risk Transfer (Transfer)]
frelounnudsdli misnudurisuinuiuinyeu wu maviseiusedy
USEnA1euen visensinuAraNeuenaLiun1TuMU (Outsource)

o nuvENEEIRUEsYSIAnAAsd [Risk Avoidance (Avoid)]
msdamsiumnudssiieglusedugann uazlionsensuld dsinaulasnian
Tasans/Aanssuiiagneliiinamd ey FUD AT UNITANUALYR UL

ANULEES AT
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s19UNan1TUsEEIUAMUE RN
AvanAunalBiuasves
Uszindlng w.a. 2568

3.1 wan1susziiuanudsaluszaudszind

3.1.1 ansauanadsalussauussme

Waldsunanisiinssiseauanudesasiananaluumindanudeud e
Asadnafuaudfy (Priority) Anudesninasssdansviegusyauanuidesiseusule
w30 aawansgnuas lun1sddddariuuimmevaussiuainudsindonnaiunisg

luas TneduInI9iANISARUNINgANULERS S9N

orwany (Reduce Impoct) Snnrcuson (High) Angfigagn (Critical
2
2]
; )
[T ——— §an 8 (Bolance Managerent) [T T r——
eoaduld (Accept) Aowmn AR Ju (Reduce Probabily) [ aemuaiesd Dhatamou (Prevention)
Tenaitoziin
1. mNUIUAIYDISE 4. walulagansauwmauazInsanuay 7. @1515848
2. USN1sNASENAADY 5. msvudwuazladannd 8, MIBUYBIS]

@lils cn)

3. MRULALSUIATS 6. wisuuaras1syUlag
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153 | A6 |A7]1.20 | MC.42|1S.111 | IS.71 | A22|1S.50 |
F.16|1S.60 |A26

F.15|137 | F.3|1S.113 | F.14| F.2|A11|F8 135
I8 | IAS9 | 1.44 IG.6 | 145 | L58 | 161 | F.20 | 129 | IA.32 || MC.39 | 15.49| IS.51 | 1G.19 | 15.115 | 1.38 | 1.5 | A17 |

15.89 | IA11 | MC.29 | MC.30 | IA18 | MC.37 | 15127 [1L62 19| A72 | 1G.7 | 1S.21 | 1S.105 | AC.2 | MC.45 | 1A.26 |
F.12|1.13| 163 15.120 | 1S.41

wanszny

vl Fusboshas: (voriton

P yea—) runslslidecm el Gagh Contol

157 | ACS | F.22 | IA83 | IS74 | F.4 | MC.11| A23 |15
ey A4 |A31|1A9 | A34 | 1A1 1S90 | IA77 | MC)7 | IG.10|
“l‘:llknfgs'l 166 | ;";I“L:;Ilg.zl"kk:lllgéllzg:ll :‘f;ll“w;ll lm.z, |'“L.171I|AI5"A:77:= "-ﬁ"g-lu’l':::ll IG25|A14 |A62|1A27|1A73|1.10 | 1S.77 | IA33 |
AT e iR e b ] e e it ity
MC.22(15.19|15.2|15.95 | 14| 1S.96 | 15.103 | MC:60 | MC.3 'G-28 | 142 | IS1115.34 | 122 | IAA3 | L47 | IA44 1431 | s 37 1533 A 59 (15,36 | 1A.84 | A21 1569|126 |
|DE2| A.30 | ABE | 1S.67 | MC.8 | IA54 | I1S.45 | 1G.9 | F.11 | L"‘\_,‘fl'&"":I'I:: l:.ﬂ’é%’:’;mﬂg#:ﬂ:ﬂa 14115831 1G.1 | ACS | 1G.15 | IA61 | MC.14 | 1S.48 |
el R S A A8 o e Al
MC.10 | MC.12 | 1A.23 | MC.44 | 1113 | AC3 | A4S | MC.49 : BHASS1 BN [iazf e
WA0IMC.2|RaI 711301281 FLIISIBIIGIIAA7 |, \'og 15 151133 15:124 | 15.125 | MCAL |1.34 | MCAS | 0w
lisaj10iti91 e loa2 1A.24 | .36 | MC.48 | A28 | MCS2 | A29 | MC.55 | 15:20 |
14291522 |1A3 | 15.26 | MC.9 | 140 | 15:25 | 1597

el (Accept) Foseorraniiesdu (Reduce Prodanity) oanranhosduden (Preventon

Likelihood

Usedlagaguiniuvindanudesmossemdlye fudfmeandeadolud
(1) maddlaslilasvenyie v3ansnergiud i laedveu Aunsldusslev
9nvesluni i oy luszuvasaumanigluesd ns wIonsfi szuuiaegnyng iy
mmﬁmﬁwumﬂﬁqmﬁ%xﬁumwmﬁw‘ﬁyuagiﬁ’ummé’wﬁzymaaﬁuw%’wéﬁu 9
2 msluALuy DoS ﬁguwuq'm wuuy wn uazwuunsyane (DDoS) dipududennaiu
milmesimnmhsmunutasaivenudeneuiesdnslsiae
(3) fenudosii Teyageulm Teyaduretesdnsenadalva wiegndamelaslyld
SusunnranmstaBiiavidhieszuu (Authorized User) fignBnlnegiuszasd$e
@) miﬁ%@;ﬂaéﬁfgﬁaENﬁﬂizﬂa‘uazwéﬁmmsxuumsaumﬂgmfnma TneBM3eng 9

Wu gn Ransomware lauf Wudu dugnnand slusieauanudesdunnaiagdu

U U

o 1

willdduarudesyiuiuazsesuiunandaganing

(5) ﬁmmﬁm‘ﬁ'ﬁaLL’J%%Qﬂiduﬂuqﬂﬂsamwaamlﬁ Wi USB, SD, Card tudi 57ud 9019
mstlarlulddeya fifimsdaeuuimiseny

6 fuszasrieanaelusarmeuenesdnsedetedinnyanaiivineumszuinguio

anderrilindlaiienaenaeliilnmedeyadday (Social Engineering)
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S

7) amsmenudsdaenwinvesssvadungalu “sensuliuifownmuisdu”

wazngudu o ludwidssausindudiulve
wigelsinnnuansUssfiurudssUSsuiisuiunansfinuunlimnnselfennaiunis

Towes wuuszwuinaulafe

o  msUszdlumudssiferiuilggunmuiavg msaldeanasmslsiue suagnsieng i

v o

Uims dalisnaulbiinnuassunguegmenrdiunils

o nmilsismmidssiodunindfiiu Al voamienu wazionnauiifetudeyauesily
fin Al o lsifmsnamdunsussduaudes

o mwdsndeanauiiilemasnsalunsvausssruunsdussanaumdaes wiu
Tignnanafidlumsuseidiu

o mudsiiieiumsaiadulasivasy lususesaen Weveenssuunsindusionauudn
delawsluedayadgnnanieles wl anuw. lWsumenu

o myUszilumnuidsaisiiunsliviniseans vieietureduinnmsfienui s
Tamsmeuen dagananistes Tnelennzesadimsndndunleuiensldaamdidundn

dilviszuugnloudediguinisraafidinuinislasi (Attack Surface) ganin

3.1.2 wamsadnvnasuszdivanudsndeanaumaluwesves

=
Uszndlne Uszd1l w.a. 2568
nMITuTIteyanmsUszdiunnudswasdinS sy uguwuudeyanisada laduny

o w1

Usppumsaianunauls uwesiveddgremsinvidorusuuzlumsusamenudss awieluil

.
<

1) Suaumansalfsanaiamislguesignnanidsuatude

ndeyansUssdiummdee UsdvmmsalAegnemsmmdsues (Threat Event) fivtagam
namisazgnuszidivienafsrnudssnniigauasiinsuansaduieya Wuiau 3 @ Uszneusie
Aden Awides uazduns Fomnefessivanudsdimismussiiuuen dlmmidesiofanan
yndlmuestudesiu q TwiiAneuEssEEF U sEULRm uazsRUgwNIERL ReMTTIUTM
Yoy avneaifiannsenunamsUszid urd os vesloaulasea’ U T IA

WhenueIuAIVTeMIUgUS Wasiienuuessy AL 54 miienu
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Top 10 Threat Event - National Overview

™ vunaw @ g0

Exploit vulnerabilities on internal organizational information systems. a6 65
Obtain unauthorized access. |8 s “
Cause degradation or denial of attacker-selected services or capabilties. 3 s a

Conduct Distributed Denial of Service (DDoS) attacks. | 23 25

Exploit poorly configured or unauthorized information systems exposed to the Intemet. | 23 17 n

Obtain information by opportunistically stealing or scavenging information systems/components. | 23 | 14

Conduct brute force login attempts/password guessing attacks. (14 21 H
Cause deterioration/destruction of critical information system components and functions, 19 16 I

Cause disclosure of critical and/or sensitive information by authorized users. |15 10 n

Conduct targeted Denial of Service (Dos) attacks.

R

finsudiiammenifoanaamdlsues (Threat Event) ietainrudesudeanniidn ¥ud

1) msluselesdanntedwilussuuarsaumanislussans (Exploit vulnerabilities on
internal organizational information systems) Andudesay 129 dwalmAnmundes
svutunanadudnlve wimndwaneladidudeyaddyuesesdnsazdmansenuly
JEUg

@  nddsssuurseteyalaglilasueyam (Obtain unauthorized access) Anlusowaz
115 dealidnmudssssiudunandasdnlg mnduduningduilidmasous
sovhea asgnimeglusesum Lwiawﬁmmm%Lf]w,ﬁ'mgﬁu

(3) vhlvusmsmseszuud landid enlivhaudaams eliansaliusnnsle (Cause
degradation or denial of attacker-selected services or capabilities) AnduSeray 8.4
daaliminanudsdusziuunaadudning

(@ nslaufLuy DDoS (Conduct Distributed Denial of Service (DDoS) attacks) AnuSoway
1.4 Fefoyadnannuddueudessydus

(5) wzdedrivessyuuasaunaiiaaAanaavislildsuoygedalamesedumesidn
(Exploit poorly configured or unauthorized information systems exposed to the
Intemet.) Aniuferas 4.3 neanlvadunrudeditsansenus

6) nmsluedeyadAnesesinsiaensanglonaaindeddmivessyuu (Obtain information
by opportunistically stealing or scavenging information systems/components)

AnluSosay 4.0 dulwgdadunnudesssiusi
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2) daaluifignnanidenniign
Qunsnidoans (Communications equipment)

B 3.9%
uaans / wunviu [Personnel]
10.5%

sowains (Software)
48.6%

msaoaIs:uuaIsauna [Information system configuration]
14.6%

ns:usumsiia:s:dyuUua [Processes and procedures]

16.9%

Yy v
' ~ o

daslv At uiudalenalifuszasd i redunlamauninduesedng uasdsa nszviuse
Auningdu Adudmnenslaufndnves] Ussasd$1e andeuausd fuasiwifiuauvg
iaunsndvesesdnsiAnmdeme gnavidin viegnlasnssu dwedmiignnamisnniias fo
(1) Yadwinnvendiag - fnmadeuldnvessruumsaundluesdnslivaonde nesdu
YowaNiLIs TUsunsuene 9 sansiusfnansiid sunsinudaeia dodldsuns
atfuaunnglismsitelaedusngn
(2) nszurumsuazsaeuIfud - sedeuUfiaivesdwiliisrasreailena vdoun
MyUsAUld - dndorauinanudiugy M%E)mmmmmwauauaaﬁ’ULW;mim“l,uﬁlmifu 9
(3) MsRsAsTUUEsALINA — arinmsnsrnszuubignies mpeudinamIaNRsNTI
anssiunsUandt
(@ yaans/ il - ernunseuing Ussam segnings - Sedulisamnsssinnslaud
milmues ddduyrannsluusiazngasimumseminlusulussiumnsneiy
ndeyaldsy veiiwmmsallafmdauesiomn fussaiednmmdniomn 3 du
loun sjanisfeyadu - geulm yahamevievivivssdnsnmuesssuuanas uazswislayadiu
yanalnsiamed addldnussuu dolflumslaimslauesaely nevedwimaniasldsu

NIAIUAN uhly ieusIIA IS
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3) m'mlﬁmmnﬁ'ﬂqnmumﬂ'lumi'mmu (Insider Threat)

v ea

Uraan3188190191nAN8UaN Y3 aliaidnunneluaIdng wWelaufningduues

a5%e

o

adnsuazuITingUsradvetyaralu 9 wituunsdifilenanuaainsveamiieau

q q

nanerduguszasd Srefivhnislonfideies 99nuan1s@nwues ENISA Threat Landscape
2024 Ys¥daussgslanenisdui dumauandnlunislasfinidlawesdsenavilviyaains
melumbsanuisszduyaansseduufoantg (insider) seduiifians drdsioyasedugs
(Trusted Insider) wavypansAidansidndeszuuinnsduggn (Privilege Insider) annsn

wWasududlaudmalsuesiionaUssloviunegunnues

o

Mndoyanlasu nuanudesnndenanunieludail

ilieuasuilwavialiamnsaldolalagbilédsu
YA

TP N P oy
fis i siametoyaiidAmuas/viatoya
sowlwilaegl¥itlasuoynnn

wzvsounsausTariALTuaIsTUUA SAUIMATI
ATIAIAYYDIDIANS

yaansnwluitldsu

e » o« = anulinadeas
T’dunmuualn'ilmmmzml{l‘mmsmaunmuqu

szuumslunasisioyasananesdns
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Aabiiiamsilnmedeyaiiddnuaz/miatoya

saulmlaudleitlésueyann

nuusulouiluvasinelinsdewmnenneusn melu
uazangAtuinsldgunu

o o N

UBNINANWALINTNIINANAWIWILLINATna1LUT AL Sl dennaudu 9

niflsvAunansznugaazmsiiszds wu nsavlindnasestoyadifgiidndusenisufun

o

N1379Y8383ANST (Compromise mission-critical information) NsuHayAaINIATinue
veuwhaerhlUlussdnsvisedumisiisainisaaenaulyinusuledugussasdsienieuen

WialaufeeAns

v

WeonasausigshanndeanauiiinnngUssasdsienaelunilsau Jeyans

Uszidluanud savemiieauvsveniadmunenislandiiy adilugs Teyaddnyves

o

yhsnudususunilweniws/ssutasaumavasviignuwardunsndnianstuienals
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3.2 wan1susadiuanudssluszaundunitesulasasisnugudfny
NNATAUINA

s

3.2.1 AMUANMUNUAIYDISE

1G.25 | 15.108 | 15.69

whsnufidnfuiumuiunsaonssvessy
Wumbheauildanudfysedannudu (Confidential)
WandeyaasaunaAveaniienudsindenadua

nsenulnensesenudedy waveSulnavaauseme

oARANTENY (Reduce Impact) Samiaiarau (High) Anafgagn (Critical)

16.20 | 1G.28 | 18.72 | 18.73 | MC.9

HaNIENY

wonTulfunosdnan (Monitor) dmnsuuumma (Balance Management) erumilsilfifinwmnsal (Hich Control)

A13|A27 |F.1|F.9|1.48]154|155|
IA.72 | 1A.76 | 1S.67 | MC.1 | MC.2 | MC.3 |
MC.8

wearful (Accept) Fowemunhenily (Reduce Probability) | aseranhos Guidsnu (Preventi ion)

Tomaitaziiin
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Usmiiulagaguanamindanudesinaiu Seeandoaseolui
(1) eudsslasdnilvginaniaisanaumsleosiiygmenemiaigssuy
sndurtenengulasnssutoyadifiy
@ anudssiiszylasdlvgdadumnudeeszdusiuazegluinusii

aunsazausule

d <, 1Y)

(3) eudeafidnilusyiugunazaisdanislaeidy Uszneudae
e msnfuszasAfisIneuenldredlniainnisaiaszuugouLe
WnhateteyadiAy niesruuarsaumnaniigInudunsng

AUNSIANISENSAUNALaZINALULAE

o

e nsungmtunluszuunieaievislaelildsueuginlaeg
TivasluinngenduifuaggunsalinietioiiioidFsdunsnd
Werdunsdanisasaumaazimalulad uaznisuimsinnis
\Bauims iitelasnssuteyadidnisdeszuineszuumieluszuy
wletheiu q

o Uszariheanmeuenmetsiuadslenalesnssudeyaitiai
MIANTUNMIAUININTERINTEULATAUNA visen13vIaetoya
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mhgrundanulnadatulszvy Lazaseunsosdaya
= 9 = = 2w S = o &

et vusznvunnfigadadudeyaniainudnduly
narenedulunshivinsss v Jadatuanunseu

ldmnugneesuesdeyauaziosinynuauvestoy anidl

Uszinusaulmldlislva

3.2.2 Auuinisniassididsy
wheuiidadudiuuinisaiadsiidaydu

A.14 | MC.46

amunnsEmy (Reduce Impact)

[ <

o

Fmnmadasou (High) AnaRgann (Critical)

A5315.38

HansEvny

venFuldusidiosfinnny (Monitor)

A32|IA70|1S.23

danTIuuusuga (Balance mumailailii vad (High Control)

A12|A13|A18|F.11|16.23|15.104 |
15.106 | 1S.79 | 1.92 | 1S.95

souduld (Accept)

MC.28 | MC.29 | MC.30

dosamamnieaiy (Reduce Probability) anmraniesdudesiy (Prevention)

Tomaitozifi

Uszinulawagyanumindanudssdndiu fseazdeadaoluil

(1) erwdsndeanaumslgiueswuiilaedulng Wunsmerenulasnssudeya

Wawedeyalaglildsuaugnn wasnshhuaumsonlivesseuuniedsnig 9

@ enudedlagdulngdney lunmei i geusuld laeiinain mslauduuy DDoS

nsyninvinideesiveu lUddwsndmumalladasaume

(3) ANuNEIEINRTEIEUY Aunsdeiawaswuuyadiludssuunisluesdns lngldas

o o

nslauAvEaunsne Ul Ausunsy Menmaieuseue bidwansenuseaditdediny
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(4) pudss NdrAgyAindlsnulssifiulaiinmsaesdnnisviud laun

HUszasATsanaeuenyninidIssuukasidanetoyageulnn
Wnertunsinnsdeyaasaumatasinalulagivdeyaniluves

U

Ssunalngldvedlninngonduas
JUszasAeaneuenilsianiviafimsiieenuuuaiiielayd
sruuneluesdnsiiAsaiudeyaviluvesiguia lnsendetoslni
MnwevFLISvetITUULY
fuszasdeanneuendsiaurfuuusiuimneiienuausy uy
ansaumenazaindeyalfsrfudeyaialuvesiguia Tngende
FoININNYONAUISVDITLUY
Fadlninnnisvnszideuuirlunisunlededuionalalenalsy
Uszasdeainniteuenasdnsidusslosdandesluivesssuy
A satunisdanisarsaumanazinalulad i elaud yngn

wivazlinnnulaonselaluniends

5 arudeduszauiiunasiasdhseidiliveenaluganudssgsdulgy

Janwsiinandedluinmunszuiumsiaysuloulfua e naw

Frunglunsu UaauseidsulURvesmiisaulunisnovaussiu
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3.2.3 AUASIHUNIS5UIATS
Y899 300 UNU 2891UA 1UA15LT UNITFUIANS

Wumbenuitanudlnadatvdunsndmamstuislinnuddgse @

farunsesldau (Availability) uagamagneeInsTua U (Integrity) e
11 999INTTUUANTAUNAYRU BN Al A Beanunsa lius ns e

ariBlllowmaania uartayaninIRusewaautuggneos

mniiamsvgavzinviseteyaiianainetadwansenulagnswiandn

WelluwessruuiATugnauay IR uYeIUsEINA

AB5 | A68|ACE|ACO|12]1.41]1.49 |

1A2 | 1A.27 | IA.33 | IA.73 | IS.108 | 15.109 |

15.11 ] 18.31 | 1S.32 | 1S.33 | 1S.35 | 1S.63 |

15.66 | 1S.7 | 15.99 | MC.14 | MC.18 | MC.20
| MC.23 | MC.26 | MC.38 | MC.7

AAHANIEYY (Reduce Impact) damaudeiau (High) AnnRigagn (Critical)

A3|A51|AS3|AC3 |ACS|114[1.22]

1.26 | 1.40 | 1.47 | 1.64 | 165 | 1.67 | 1.8 | IA.1

11A.23 | 1A24 | 1A.3 | 1A39 | IA.44 | 1A.45 |

1A.62 | IA.63 | IA92 | 16.18 | 1S.10 | 1S.107 |

15.112 | 15.12 | 1S.34 | 15.49 | IS.65 | IS.8 |

18.97 | MC.10 | MC.11 | MC.12 | MC.13 |
MC.41

AC2|FA2|F.14|F2|F3|F8135]
1.38 | 1.9 | 1.15 | 1S.51 | MC.33

HANTENY

wouFuldusfoshnmmu (Monitor) §mniauuumane (Balance il i (High Cantrol)

A.25 | A.32 | A.50 | A.66 | AC.8 | F.21 | F.6 |
1.21]1.46 | 1A.28 | 1G.17 | 1G.21 | 1G.9 |

1S.54 | 1S.96 | MC.18 | MC.27 | MC.28 | IG.6 | 1S.53 1S.41|1S.59 | IS.71 | MC.37
MC.35 | MC.36
woululd (Accept) #owmpmunnedu (Reduce Probability) arrunhe i (Prevention)
Temaitauin

Ussiulngaguinavindenudessieiu Syeasbendeluil
(1) mnudsannseanasmdaueslasnmsadungueglussiunansenuiunans-gs
Tagitlemaiineg luszdusn 4 slagdulngidunslaud mnundesldvesszuy
msweneslaufiedfedeyauarlifamsdnuagen o
(@ o tevmegnauaslielaiivlussdutunan warldferudeassdugs
Unnghmadouamudss dnfuumetidunisdnfonmsmunussdunansynu

NG e G AN RARINIGR
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3)

@

5

©)

o a

iesnlumaduifimsaugusunnusiuasaensdtlaueslussiugsddmmndeg
nmsdelng gt luiidedinnyaeaiiievaendenioni s eyalnefivey saufse1
melemanngedvesszuuiiliannsadnnsesmslanifings weuliedeyady
ﬁmiﬂa'nﬁamml,?faaﬁL?{mﬁ“mmu;lﬁuﬂwﬂﬁﬁﬂﬁ (Supplier) Wil olaufvaiaganuite
msudasilataunditanlugunsal vie Wemhsnulasuiieufoansladmalawes
nslawilasnsonzddvled / duey #ilamedeyamsisusuasid suuadng by

Fuauaw gnusediussiuransevuluszAugalionmndsanseyiudetaideasanudesiu

Saa 1 Y o

VIR UNTTAANEIaR NS wAuesaenselusgiiugs

audee ddiimhsmussduwdvinnsdeuiihse Tuazanmansenu o

o nsunsnsragvesiaurfrunslidenuunonuszneuld wu USB lnsymains
meluosdnsisluseiuilunaziumiausms ﬁmﬁ’aﬁdaﬂmmﬂqﬂmﬂiﬁmmmﬁ

o

sednsedaiy - amnumszminanulyiues

o

o mislaudlagldiawisngninudas ie siaiauiignasavuiieladszuumiuny
nelguasardunsng i sanun159an1snenisidu lnslanignsigvesing
NnreNAwsAdliansanTedutauasussianiu ¢ 19

®  n15lauf DDOS L8V @uUNsngALA 82 uN1SIANITNINITIEULAZAISIANIS

a v taly ° o v
arsaumAnaznalulad Tnglddesdninliamisaduwunaaeldaussuvainnig
Taudvsegldnuasale
e nsiymansnglumitgnugnynssian dnge nienseviliauaTnves
sruw/leidugnunsnueaaulssavsnmenas - gnviane
' < ¢ a & R ' ¢ s
* yarALanguyAraneueniazivleduasUAs e lngliYedlninnveniuas
o mislauddunsndineaiunisdnnisneantstulaeld Zero-Day

o JUszasATIgIINAtBuenaIuIsatIfsdunsnduaseuudAyrun1sidds

mengnm aglddeyadiyana
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3.2.4 srumalulagarsauwmanazinsa

1A

phsundadusumeluladansaumanasinsauuiayl

fpnudiAgiosnniaseasiuguiuAIiakaviAIavIedoans
vasnrsaudsiaiifunalnideulesssuvarsaumanazuinis
NuavesUseinamniianimgaveinvselilanunsaliuinigle

919FINANTENUDY1INT 19V 8N1TANTUIIUYBIYNAIAF 1Y

o

(Sector) wazdInUsyInTuveslsevvu

A21| A59 | F5|IA61

HAaNSINY

:

1G.3(1S.2]1S.91 | 1S.93 | MC.22 | MC.37

woutuld (Accept)

#ownruanoniu (Reduce Probability)

anuanszny (Reduce Impact) dmmaidanau (High) AngRigean (Critical)
A.23|A.45|A67 | 1A.29|1A.30 | 1G.10 | 1S.10
IG.11]1S.1 i
vouuldussosinma (Monitor) Fan auna (Balance {lWifinmmnisn (High Control)
A.24 | A.30 |A46 | F.15|IA12|1A15 |
I1A.40 | IA.41 | IA.52 | IA.53 | IA.54 | IG.13 | I1A.16

anmunhozuidadu (Prevention)

Tomafiozifin

@
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Ussifiulagaguonumindanudssdnaiy Sevasdeadeoluil
(1) mnuid ssandennaunisleues lnsamsndung oy Tussduai soufuld
Flnedulng il unismensnumgssuuTanf anundeudedaus waznislaud
wielasnssudieya
(2) {usvasdresisuuuy araui osaung uenasiiiunisviaenans a¥sanunisel
wtedAdeyadiy (Social Engineer) Tnsandieadiriannynna eszuuTinIndds
Annseslianraung

(3) ANuEsIRRRASIIRNSIUTUT Usenaume

o nfuUszaATelireInisuuaT wardydvesiidnsidndassuuiieitnfa

U

degnaiaazansisaulnavesmsnuluiunddyld

]

[

o {UszasdrenguanuluenieiiuivayanazaunialanssuvaIsaumna
Wedllana

o nsldaudsidauvandilulussuunieluvesesdns wu nsiisvateya

FTUUMUANLASEYIEMEN Banaila wazviliusnisysdn Wusdu




swnumansAnyMsUssdivanudssenisanaamaleues
vawszmdlne Usz31U w.a. 2568

3.2.5 arunisvudanazladanngd

mhpnundadusiunisvudiarladafind donses
Aunsmdiuszuuasaumanunalndrdglunisemunuues y
UsEauaUNSARaud18AUAILaEUSNSNAUSEWA LA

n13nyAveinys oteyaranaIne19dINansenUlnenTede

wildgumuunazauUaensielunisdoyas

A4 | A.43 | A.50 | A.51|A62 | A69 | DE.1|
110 | 111 | IA.64 | IA65 | IA.67 | IA.69 |
15.101 | 1S.36 | 1S.37 | 1S.48 | IS.52 | 15.83 |
MC.24 | MC.25

anxanszny (Reduce Impact) Famaidasu (High) Fnqiigagn (Critical)

A36|AC.7|11]134]157 159171
1A.14 | 1A.41 | IA.43 | IA66 | IA.7 | IA.70 |
1A9 | IA.9115.22 | 1S.64 | IS.90 | MC.31

A.11 | A.17 |AC6 | 1.13|1.37 | 1.48 | 1.62 |
1.63 | IA.26 | 1G.19 | IG.7 | 1S.105

HAaNENu

weufuldusiseadnmy (Monitor) $ansuvuama (Balance v5af (High Control)
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(Risk Mitigation)
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» Jalviiin1sWau “National Threat Intelligence Platform”

* JnaTsIulTzUWMLIATIETINUEIUATLNNTATIRTULAL RO UALD WD
wign1salfsanA (SOC, CERT) TifiuszAnsningsdiu




senuNansAnyMsUsaiivaudsssnisanaumaleiues
vonszmedlve Uszd w.a. 2568
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(Risk Mitigation)
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YDLAUDUUSITIULIYUNY
INNISUSHISANULAY
(Risk Mitigation)

4.2 FoiauouuzBulyueivoyinsaMuEe (Risk Mitigation)
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@51953UU Early Warning uaz Threat
Intelligence Sharing
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seuNansAnsMsUszdfiumudswinieanmumnaleues
vaeUszmdlne Uszs U w.d. 2568
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(Risk Mitigation)
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Cybersecurity
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Executive Summary

The national cyber risk assessment for fiscal year 2025 was prepared under the
Thailand National Cyber Risk Assessment Framework (NCRAF), by the Office of the
National Cyber Security Committee (NCSC). Its aim is to analyze threat situations
affecting the nation's cybersecurity and to provide information that supports

systematic policy and strategic cyber security measures.

The overall assessment results indicate that Thailand’s national cyber risk level is

defined by the following top five highest-risk categories:

1. Outsiders exploiting software vulnerabilities to gain unauthorized access to
information and technology management assets.

2. Outsiders and Ad hoc groups exploiting software vulnerabilities to conduct
targeted Denial-of-Service (DoS) attacks on information and technology management
assets.

3. Outsiders and Ad hoc groups exploiting software vulnerabilities to conduct
non-targeted (simple) DoS attacks on information and technology management
assets.

4. Outsiders insert specialized malware—such as evasive ransomware—into
government information systems using software vulnerabilities.
5. Outsiders exploiting recently discovered software vulnerabilities to attack
information and technology management assets.
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Executive Summary

Based on the assessment, the National Cyber Security Committee (NCSC) has
proposed several policy directions to strengthen Thailand's cybersecurity capability.

These include:

1.Enhancing cyber detection & response systems and Cyber Resilience capability
to comprehensively all sectors

2.Establishing a regular annual national cyber risk assessment mechanism
(National Cyber Risk Review Continues).

3.Establish Cyber Workforce Framework Development System.

4.Building collaboration between government, private sector, and international

partners for threat intelligence sharing.

5.Establish centralized platform for Real-Time threat information sharing.

The results of Thailand’s 2025 national cybersecurity assessment revealed
persistent gaps in risk management and incident response readiness, particularly
among government agencies whose preparedness scores have declined. In contrast,
critical information infrastructure organizations and regulatory bodies demonstrated
improvements and positive development trends. Enhancing the nation’s cybersecurity
capabilities is not a one-time endeavor but a continuous and systematic process that
requires ongoing improvement to effectively address increasingly complex and

pervasive threats across all sectors.

Therefore, the assessment underscores the necessity of continuously enhancing
the nation’s cybersecurity capabilities to ensure Thailand’s preparedness in preventing,

responding to, and recovering from cyber threats in a resilient and sustainable manner.




1. Introduction
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Introduction

1.1 Trends and Risks in the Cyber Threat Landscape :
Global and Thailand Overview

Overall Global Cyber Attack in 2025

Economic Impact of Cybercrime

It is estimated that the global economic damage caused by
cybercrime will reach USD 10.5 trillion per year by 2025, up
from USD 3 trillion in 2015, representing an average annual
growth rate of 15%.

Malware-Free Attacks

A report from CrowdStrike indicated that 79% of threat
detections in 2024 were non-malware attacks, meaning that
hackers employed alternative techniques such as attacks

through compromised user accounts or the use of legitimate
tools to gain access to systems.

Al Attacks

Hackers have begun leveraging artificial intelligence (Al) in
their attacks — such as generating more convincing phishing
emails, creating realistic fake websites, and rapidly analyzing
system vulnerabilities to exploit weaknesses more effectively.




CYBER THREAT
LANDSCAPE 2025

Source: Global Cybersecurity Outlook 2025, World Economic Forum

Geopolitical tensions

Nearly 60% of organizations have adjusted their
cybersecurity strategies due to geopolitical pressures.
Of particular concern are cyber espionage and the loss
of sensitive information or intellectual property (IP)
highlighting that cybersecurity is no longer merely

an IT issue, but a strategic business issue.

Supply chain
interdependencies

A cyberattack on one organization within the supply
chain can trigger a chain reaction of impacts,
disrupting other connected organizations and
potentially affecting the entire operational ecosystem.

@*

Al and emerging tech

Most organizations recognize that Al is transforming
both cyberattacks and cyber defense, yet they still
lack clear frameworks and regulatory measures to
effectively govern its use.

Cybercrime sophistication

e Cyber-enabled fraud is showing an upward
trend.

* Phishing and social engineering attacks are
increasing in frequency.

« |dentity theft has become one of the top
personal cybersecurity risks.

Excessive complexity and overregulation have
become major challenges and potential vulnerabilities
as they create confusion and compliance fatigue,
leading organizations to overlook or fail to fully
implement required security measures.

Q

Cyber skills gap - =AF-
'  f

The demand for cybersecurity professionals far
exceeds the current supply in both quantity and
quality, leaving most organizations exposed to
structural risks if they fail to upskill or reskill their
workforce promptly.
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Introduction

Overall Cyber Threat Situation in Thailand 2025

The government and education sectors were
among the top targets, with over 3,100 incidents
recorded last year. The most common attack
types were “fake websites” and “compromised
or leaked accounts/passwords.”

Organizations in Thailand face heightened cyber
risks due to the continued use of outdated legacy
systems and high technological complexity, which

create vulnerabilities that can be exploited by
malicious actors to infiltrate their networks.

The implementation of Multi-Factor
Authentication (MFA) has been mandated as a
standard requirement for government agencies

to enhance overall system protection.

The rising trend of supply chain attacks that
adversaries exploit vulnerabilities in partner
networks, service providers, or external systems
as pivot points to infiltrate an organization’s core
systems—has become an increasingly serious
cybersecurity concern.

Between January and May 2025, a total of 1,002 cybersecurity incidents were reported in
Thailand. The most common attack types included credential stuffing, DDoS attacks,
ransomware, and data leaks. These incidents were largely driven by the increased adoption of
cloud infrastructure among organizations and the growing use of Al tools by malicious actors to
enhance the sophistication of their attacks.
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Introduction

1.2 National Cyber Threat Risk Assessment Activities Project

The National Cyber Security Agency (NCSA) has conducted cyber threat risk assessment
activities to analyze and evaluate cyber threat risks at both the national level and within
groups of Critical Information Infrastructure (Cll) agencies.

These activities are organized as annual projects to monitor the changing levels of cyber
risk and to ensure compliance with international cybersecurity risk assessment standards,
which require such assessments at least once a year. The program also aligns with Section
54 of the Cybersecurity Act B.E. 2562 (2019), which mandates annual reviews of cyber risks
for Cll organizations. The resulting assessments serve as a foundation for planning
prevention, response, and risk mitigation measures in accordance with the provisions of the

Cybersecurity Act B.E. 2562 (2019).

Methodology

Literature Review » Focuseroup » it » Survey Collecting Data
Development

* Review Thailand National Thailand National Cyber

Existing Document
« Global Cybersecurity Index 2567 Cyber Risk Assessment Risk Assessment
* Thailand National Cyber Risk  Sectoral Weigh Index
Assessment Framework: NCRAF Qriteria )
2567 (TH-NCRAF)
* the Cybersecurity Act BE. 2019
* Etc

Framework 2025

Future & Trend y
« World Economic Forum, Global Risks Output Risk Assessment

Report 2024 or latest
* World Economic Forum, Global

Cybersecurity Outlook 2024 * National Cyber Risk Assessment
* ENISA Threat landscape 2024 or 2025 * Policy Recommendations for National-Level Cyber Risk
. g::(Breach Investigations Report * Open data : National Cyber Risk Menagement & Ol sectors

2024
* Others

* National Risk Register (High Impact & High Likelihood)

* Risk Mitigation Recommendation

Project Methodology




2. Thailand National Cyber Risk

Assessment Framework
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Thailand National Cyber Risk Assessment
2025

The Cyber Threat Risk Assessment Framework of Thailand for the Year 2025 is designed to
serve as a national-level tool for assessing overall cyber risk. It provides a guideline framework
for government and related agencies to evaluate organizational cyber risks and to utilize the
results as a national benchmark, thereby enabling each agency to understand its cybersecurity
posture in the context of the country’s overall landscape.

Furthermore, the framework helps reduce redundancy and standardize reporting
procedures in accordance with Section 54 of the Cybersecurity Act B.E. 2562 (2019), which
mandates that cyber risk assessments of Critical Information Infrastructure (ClIl) agencies be

reviewed annually.

TH-NCRAF

Thailand National Cyber Risk Assessment Framework 2025

d Information Sharing

J

RISK ASSESSMENT

’
N

7 RISK EVALUATION RISK TREATMENT
B RISK IDENTIFICATION RISK ANALYSIS
ESTABLISHMENT RECOMMENDATION
ASSET TYPES & VALUE Risk Heatmap

1
1
;
1
| Threat Event/Actors
[}
1
1
1
1

SNONNILNGY

Vulnerability

Thailand National Cyber Risk Assessment Framework 2025

Remark : TH-NCRAF 2025 based on the Focus Group Consultation with Relevant Stakeholders on the Draft Cyber Threat Risk Assessment Framework of Thailand,
held on 16 May 2025,
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2.1 Context Establishment

The identification of an agency’s context serves as essential information in
defining the significance of the agency preparing the Cyber Threat Risk Assessment
Report. It reflects the agency’s critical role in the national landscape, and must be
specified in accordance with the established framework, which includes the

following elements:
Regulators
Category Critical Information Infrastructure (CIl) Agency

Government (non-ClI)
1. National Security Sector
2. Critical Government Service

3. Financial and Banking Sector

4. Information and Telecommunications
. . Technology Sector
Mission Category 2

5. Transportation and Logistics Sector
6. Energy and Utilities Sector

7. Healthcare Sector

8. Government Sector (non-ClI)

N o n Based on the “Announcement of the National Cyber
InStItUtlonal PrOfI [e Security Agency (NCSA) on the Criteria and Characteristics
of Agencies Performing Missions or Providing Services as
Critical Information Infrastructure Agencies, and the
Assignment of Supervisory and Regulatory Responsibilities,

Mission Services B.E. 2564 (2021)”.
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2.2 Risk Identification

The identification of cyber threat risks involves analyzing potential adversaria
threats that may affect the organization or the nation. The risk components are divided
into two main parts:

(1) Organizational Assets, and
(2) Cyber Threat Modeling,
the structure of which illustrated in the following diagram.

Vulnerability

Under Section 54 of the Cybersecurity Act B.E. 2562 (2019), each agency is
obligated to prepare and submit an annual Cyber Threat Risk Assessment Report to the
National Cyber Security Agency (NCSA). The submitted information has been
systematically aggregated and structured based on the Cyber Threat Risk Assessment
Framework, ensuring that only data meeting the required completeness and alignment

with the 2025 national framework are incorporated for analysis and reporting.
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The minimum required data for assessment are as follows:

(' Assets name/Type

(& Vulnerability

(& Adversary / Threat Actor

() Threat Event

() Impact-Likelihood-Risk Analysis

Following the completeness review, the agency’s contextual information was
defined in accordance with Section 2.1 of the Thailand Cyber Threat Risk Register
Database (2025).

2.2.1 Asset Category_Identification

Asset information refers to the details of assets that an agency has identified as
potentially vulnerable to cyberattacks. As the specific names of assets included in the
risk assessment are considered sensitive information, their disclosure could enable

adversaries to infer the agency’s security measures associated with those assets.

Therefore, the assets were categorized based on their relevance and aligned with
the classifications specified in the Announcement of the National Cyber Security
Agency (NCSA) on “Guidelines for Defining Cybersecurity Attributes for Information or
Information Systems 2024”. The identification of asset types that may constitute

sensitive data was intentionally avoided.

Example

Categories as defined on “Guidelines for
Defining Cybersecurity Attributes for

Assets name

Interpret

Information or Information Systems 2024”

Systems, data, or

SCADA System in
assets related to

the Power
Control Center

Energy Sector
energy management

missions
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2.2.2 Vulnerability Identification

A vulnerability serves as a potential pathway through which a cyber threat can
compromise an organization’s assets. The framework references vulnerability
classifications based on ISO/IEC 27005:2022, which categorizes types of weaknesses
that may lead to cyber risks. The risk assessment data provided by each agency are

reviewed and organized into categories as shown in the table below.

Vulnerability Description

There is a lack of a governance structure to oversee and audit
the implementation of cybersecurity policies, particularly
those encompassing the use of software, tools, and digital
services.

Organization

Vulnerabilities arising from procedural weaknesses that allow

Processes and procedures ; h o
adversaries to exploit and cause harm to the organization.

Vulnerabilities stemming from the management routines or
from operational schedules that may be inadvertently exposed
to external parties can be exploited by malicious actors to
launch targeted attacks against the organization

Management Routines

Vulnerabilities arising from human factors—such as
insufficient knowledge, lack of awareness, or negligence—can
be exploited by malicious actors, who may manipulate or
deceive personnel to initiate or facilitate cyberattacks.

Personnel / Employees

Weaknesses in an organization’s infrastructure or physical
Physical environment environment (e.g., site conditions) may create opportunities for
adversaries to carry out attacks.

Information System

. ; Weaknesses arising from misconfigured systems that do not
Configuration

comply with cybersecurity standards

Weaknesses in hardware, firmware, or communication devices
that are outdated, defective, or no longer supported by
vendors

Hardware and
Communication Devices

Vulnerabilities in software or code due to defects, insecure
coding, or lack of updates

Software

Dependence on external  Vulnerabilities arising from third-party activities that may
parties create risks beyond the organization’s direct control
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2.2.3 Threat Actor
Adversaries refer to individuals, groups, organizations, or nations that intentionally
exploit vulnerabilities and cyber threats to attack an organization’s assets. Identifying

adversaries enhances understanding of their motives, capabilities, tactics, and
techniques, as well as the likelihood of a successful cyberattack, thereby enabling

the development of targeted control measures and monitoring strategies.

The framework references the classification of adversary groups from NIST SP
800-30, Appendix D-2: Taxonomy of Threat Sources, which categorizes adversaries as

follows:

Organizations
~fcdh . Competitors

— &)
I\R5%3 Motivated by business gain, e.g., trade secret
theft.

Individual

s Suppliers
s 2
b Suppliers connected to the organization’s
systems and access to facility.

Internal individuals without special privileges who
may exploit their employee access to carry out
malicious actions.

Trusted insider
Trusted insiders with elevated access privileges
beyond those of regular employees.

Partners

Partner agencies connected to
the organization’s systems that may serve as
potential threat vectors.

Privileged insider

System administrators, database administrators,
and root-level administrators.

May exploit threats through online service
channels.

Nation State

Ad Hoc State-sponsored groups with political or strategic

2 Temporary groups formed for specific operations. objectives.

Established

Permanent groups with defined structures and
objectives.
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2.2.4 Threat Event

A cyber threat event refers to an incident in which an adversary causes harm by
employing various cyberattack tactics and techniques. The framework references
the NIST SP 800-30, Appendix E-2: Taxonomy of Threat Events, which categorizes

cyber threat events into 8 groups as follows:

1. Group P: Perform reconnaissance and
gather information.

3. Group D: Deliver/insert/install malicious
capabilities.

4. Group E: Exploit and compromise.

5. Group A: Conduct an attack.

6. Group R: Achieve results.

7. Group M: Maintain a presence or
set of capabilities.

8. Group CC: Coordinate a campaign.
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1. Group P: Perform reconnaissance and
gather information.

P.1 Perform perimeter network reconnaissance/scanning.

P.2 Perform network sniffing of exposed networks.

P.3 Gather information using open source discovery of organizational
information.

P.4 Perform reconnaissance and surveillance of targeted organizations.

P.5 Perform malware-directed internal reconnaissance.

2. Group C: Craft or create attack tools.
C.1 Craft phishing attacks.

C.2 Craft spear phishing attacks.

C.3 Craft attacks specifically based on deployed information technology
environment.

C.4 Create counterfeit/spoof website.

C.5 Craft counterfeit certificates.

C.6 Create and operate false front organizations to inject malicious
components into the supply chain.

3. Group D: Deliver/insert/install malicious capabilities.

D.1 Deliver known malware to internal organizational information systems
(e.g., virus via email).

D.2 Deliver modified malware to internal organizational information systems.

D.3 Targeted malware attacks to seize control of internal systems and exfiltration

data from the organization.

D.4 Deliver malware by providing removable media.

D.5 Insert untargeted malware into downloadable software and/or into
commercial information technology products.
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3. Group D: Deliver/insert/install malicious capabilities.

D.6 Insert targeted malware into organizational information systems and
information system components.

D.7 Insert specialized malware into organizational information systems based
on system configurations.

D.8 Insert counterfeit or tampered hardware into the supply chain.

D.9 Insert tampered critical components into organizational systems.

D.10 Install general-purpose sniffers on organization-controlled information

systems or networks.

D.11 Install persistent and targeted sniffers on organizational information
systems and networks.

D.12 Insert malicious scanning devices (e.g., wireless sniffers) inside facilities.

D.13 Insert subverted individuals into organizations.

D.14 Insert subverted individuals into privileged positions in organizations.

O& 4. Group E: Exploit and compromise.

E.1 Exploit physical access of authorized staff to gain access to
organizational facilities.

E.2 Exploit poorly configured or unauthorized information systems exposed
to the Internet.

E.3 Exploit split tunneling.

E.4 Exploit multi-tenancy in a cloud environment.

E.5 Exploit known vulnerabilities in mobile systems (e.g., laptops, PDAs,
smart phones).

E.6 Exploit recently discovered vulnerabilities.

E.7 Exploit vulnerabilities on internal organizational information systems.

E.8 Exploit vulnerabilities using zero-day attacks
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4. Group E: Exploit and compromise.

E.9 Insertion of counterfeit or tampered devices into the organization’s supply chain,
resulting in exploitable vulnerabilities.

E.10 Exploit insecure or incomplete data deletion in multi-tenant environment.

E.11 Violate isolation in multi-tenant environment.

E.12 Compromise critical information systems via physical access.

E.13 Compromise information systems or devices used externally and

reintroduced into the enterprise.

E.14 Compromise software of organizational critical information systems.

E.15 Compromise organizational information systems to facilitate exfiltration of
data/information.

E.16 Compromise mission-critical information.

E.17 Compromise design, manufacture, and/or distribution of information
system components (including hardware, software, and firmware).

O& 5. Group A: Conduct an attack

A.1 Conduct communications interception attacks.

A.2 Conduct wireless jamming attacks.

A.3 Conduct attacks using unauthorized ports, protocols and services.

A.4 Conduct attacks leveraging traffic/data movement allowed across
perimeter.
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5. Group A: Conduct an attack

A.5 Conduct simple Denial of Service (DoS) attack.

A.6 Conduct Distributed Denial of Service (DDoS) attacks.

A.7 Conduct targeted Denial of Service (DoS) attacks.

A.8 Conduct physical attacks on organizational facilities.

A.9 Conduct physical attacks on infrastructures supporting organizational
facilities.

A.10 Conduct cyber-physical attacks on organizational facilities.

A.11 Conducting an information searching attack on a cloud environment.

A.12 Conduct brute force login attempts/password guessing attacks.

A.13 Conduct nontargeted zero-day attacks.

A.14 Conduct externally-based session hijacking.

A.15 Conduct internally-based session hijacking.

A.16 Conduct externally-based network traffic modification (man in the
middle) attacks.

A.17 Conduct internally-based network traffic modification (man in the

middle) attacks.

A.18 Conduct outsider-based social engineering to obtain information.

A.19 Conduct insider-based social engineering to obtain information.

A.20 Conduct attacks targeting and compromising personal devices of

critical employees.
A.21 Conduct supply chain attacks targeting and exploiting critical hardware,

software, or firmware.
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6. Group R: Achieve results

R.1 Obtain sensitive information through network sniffing of external networks.

R.2 Obtain sensitive information via exfiltration.

R.3 Cause degradation or denial of attacker-selected services or capabilities.

R.4 Cause deterioration/destruction of critical information system components
and functions.

R.5 Cause integrity loss by creating, deleting, and/or modifying data on
publicly accessible information systems (e.g., web defacement).

R.6 Cause integrity loss by polluting or corrupting critical data.

R.7 Cause integrity loss by injecting false but believable data into organizational
information systems.

R.8 Cause disclosure of critical and/or sensitive information by authorized
users.

R.9 Cause unauthorized disclosure and/or unavailability by spilling sensitive
information.

R.10 Intercepting wireless network communications from outside the organization.

R.11 Obtain system or unauthorized information access.

R.12 Obtain sensitive data/information from publicly accessible information
systems.

R.13 Obtain information by opportunistically stealing or scavenging information
systems/components.

7. Group M: Maintain a presence or set of capabilities.

M.1 Obfuscate adversary actions.
M.2 Adapt cyber attacks based on detailed surveillance.
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8. Group CC: Coordinate a campaign.

CC.1 Coordinate a campaign of multi-staged attacks (e.g., hopping).

CC.2 Coordinate a campaign that combines internal and external attacks across
multiple information systems and information technologies.

CC.3 Coordinate campaigns across multiple organizations to acquire specific
information or achieve desired outcome.

CC.4 Coordinate a campaign that spreads attacks across organizational systems
from existing presence.

CC.5 Coordinate a campaign of continuous, adaptive, and changing cyber
attacks based on detailed surveillance.

CC.6 Coordinate cyber attacks using external (outsider), internal (insider), and
supply chain (supplier) attack vectors.

To achieve consistency and comparability within the National Cyber Risk Register,
cyber threat events reported by agencies under Section 54 of the Cybersecurity Act
B.E. 2562 (2019) were aligned with the relevant tactics and techniques outlined in
the framework. The alignment was conducted by matching the reported event

descriptions to the most corresponding definitions of cyber threat events.
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2.2.5 Comparison of the Number of Cyber Threat Events Identified in
Thailand’s Cyber Threat Risk A: ment, 2024-2025

As the cyber threat events in the current framework have been reviewed and
updated to reflect only adversarial threats, based on tactics and techniques
referenced in NIST SP 800-30 (as outlined in Section 2.2.4), the structure differs
from that of the 2024 framework.

To enable statistical comparison and alignment, an analysis and categorization
were conducted to map the cyber threat events from the 2024-2025 frameworks to
the “Incident Classes” defined by the National Computer Security Coordination
Center (ThaiCERT), which adopts categories from ENISA for compiling cybersecurity

statistics. The conceptual approach is illustrated in the following diagram.

. . . Abusive Content
P.1 Perform perimeter network reconnaissance/scanning. .

P.2 Perform network sniffing of exposed networks. Intrusion Attempts
P.3 Gather information using open source discovery of ___(irff'z'_ng____ Intnusicns
organizational information.

Information Gathering
Information Content Security
Fraud
Defense evasion

Comparison
& Risk Code design

CC6 Coordinate cyber attacks using external (outsider),

r
1
TH-NCRAF 2025 - Threat Event ! ThaiCERT
1
1
1
1
1
1

(A) Unintentional Errors and Failures Grouping
(B) Willful Attacks
(©) Service-Related Threats (Services Provided by 3rd Parties))

Comparison

TH-NCRAF 2024 - Threat Event

* — Reference Incident Classification Taxonomy - ENISA
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Incident Class Sub Categories

Spam
Abusive Content .
Harassment
Malicious Code Virus/Worm/Trojan/Spyware !
1
Scanning
Information Gathering Sniffing !

Social Engineering

Exploiting of known Vulnerabilities
Intrusion Attempts Login attempts

New attack signature

Privileged Account Compromise
Unprivileged Account Compromise

Intrusion
Application Compromise

DoS

Availability Attack DDoS

Sabotage

Reference Incident Classification . .
i Taxonomy - ENISA . Additional Categories
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Incident Class Sub Categories

Unauthorises access to information

Infi i i
S (PS5 Unauthorised modification of

information
Unauthorized use of resources
Masquerade

Fake Website

Scan the QR code to view the cyber threat incident classification results.

Additionally, the categorized cyber threats are assigned risk codes, which are used as

references in the Risk Matrix during the Risk Evaluation process.
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TH-NCRAF Risk identification

Asset Type yber Threat Modeling

Cyber Risk sesssneeeen ] record

Risk Scenario Incident Class Risk Code
Cyber Risk

Abusive Content : AC SRR eR NISIESST=hET)|

Cyber Risk Malicious Code : MC  EEIEEEEEH ¥ (o} W TTE=To- 1 ele)

Cyber Risk Intrusion Attempts : |A  EECEER .\ WIS Ele)

Cyber Risk Intrusion: | wereeneenne] 1 [Risk Scenario]

Cyber Risk Information Gathering: |G SXREEER (e X B 1T E 10)

Information Content

Cyber Risk Security - 1S

+1CS.1 [Risk Scenario]

Cyber Risk Fraud : F -F.1 [Risk Scenario]

Cyber Risk Defense Evasion : DE SIS

DE.1 [Risk Scenario]

Scan here for access
TH-NCRAF Risk identification
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2.3 Risk Analysis

The cyber threat risk analysis consists of two main components: the impact level
and the likelihood level. Together, these factors reflect the overall level of risk to

which an agency may be exposed from cyber threats.

2.3.1 Impact Analysis

Impact level refers to the degree of potential damage an organization may
experience in the event of a cyber threat incident. The impacts are defined in
accordance with the objectives of cybersecurity and are categorized into three
dimensions under the CIA Triad, as follows:

CONFIDENTIALITY

INTEGRITY AVAILABILITY

When assessing impacts under each dimension of the CIA Triad, the evaluation must
be conducted separately based on:

* The agency’s reputation impact.

* Financial impact

* Operational processes impact

* Legal and regulatory compliance impact

The impact level is classified into three tiers: high, medium, and low. After all
dimensions have been assessed, the highest impact level identified shall be used to

determine the organization’s overall risk level in subsequent evaluations.
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2.3.2 Likelihood Analysis

The likelihood of a cyber threat event refers to the probability or possibility
that a cyber threat may exploit a vulnerability and cause damage to the
organization. The assessment of likelihood is conducted across 4 key dimensions,
as follows:

¢ Reproducibility — the ease or difficulty of repeating the attack.

* Exploitability — the level of attacker expertise required to execute the
tactics and techniques; the likelihood increases when attackers are
organized groups or state-sponsored actors.

¢ Discoverability — the ease with which attackers can identify existing
vulnerabilities.

* Past Incidents - the history and frequency of similar cyber threat events in

the past.

The likelihood level of a cyber threat event is categorized into three levels: high,
medium, and low. After all dimensions have been evaluated, the highest likelihood
level identified shall be applied to determine the organization’s overall risk level in

the subsequent assessment.
2.3.3 Risk Analysis

The cyber threat risk level serves as an indicator of the extent to which an
organization may be affected by a cyber threat incident. It is determined by
combining the likelihood of occurrence and the impact level of the threat.
The method for calculating the risk level under the framework is illustrated by

the following equation.

Risk Level = (Impact) x (Likelihood)
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The risk level is presented in a 3x3 Risk Matrix, as illustrated in the figure. This
matrix provides an overview of the identified risks and serves as a basis for

determining appropriate risk mitigation measures.

'S
High Medium
::{ Medium Medium
Low Low Low Medium
Low Medium High
Likelihood ’

2.3.4 Normalization of Risk Levels

The cyber threat risk assessment data from each agency may differ in terms of
impact, likelihood, and risk level criteria. To ensure comparability across agencies,
the results were normalized to align with the framework’s standardized levels, using

the reference criteria shown in the table.

3 Level 4 Level 5 Level
Assessment Scale | Assessment Scale | Assessment Scale

Risk Level

Very High Very High
High
High High
Medium Medium Medium Medium
Low
Low Low Low
Very Low
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2.4 Risk Evaluation

2.4.1 Risk Prioritization

Once the risk analysis results are obtained and presented in the Risk Matrix,
they are used to determine the priority of risks that require immediate action to
bring them to an acceptable level or to mitigate their potential impact.

Accordingly, guidelines for responding to cyber threat risks have been

established, with management approaches illustrated in the corresponding risk
response matrix.

1x3: Reduce Impact

k]
©
Q.
E
2x1: Monitor 2x2: Balance 25
1x1: Acceptance 1x2: Reduce Probability 1x3: Prevention
Likelihood

Risk Prioritization Approach Using a 3x3 Risk Matrix
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2.4.2 Risk Respond

National-Level Cyber Threat Risk Response Framework, consisting of 4 key

response strategies

* Risk Acceptance (Accept) For low-impact risks where mitigation or prevention
is not cost-effective, but continuous monitoring is still required.

* Risk Reduction (Control) Enhance operational systems and remediate existing
vulnerabilities to minimize the likelihood or impact of potential risks to
an acceptable level, such as through staff training and cyber vulnerability
mitigation.

* Risk Transfer (Transfer) Transfer the risk by sharing responsibility with external
entities for example, through cyber insurance or outsourcing specific operations
to third parties.

* Risk Avoidance (Avoid) For unacceptable high-level risks, management may
decide to terminate or discontinue projects or activities that generate such risks

and identify and address their root causes.
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3.1 National Cyber Risk Assessment Results

3.1.1 Overview of National Cyber Risks

Thailand National Cyber Risk
Assessment Report 2025

Based on the national cyber risk assessment, which utilizes data from 1,193 risk

reports submitted by agencies across seven critical sectors and non-Cll government

entities, the results summarize the average impact and likelihood scores, presented

as risk metrix that reflect the overall risk assessment of each sector, as illustrated in

the figure below.

Impact

Accept Reduce Probabilty

Prevention

Likelihood

4. Information and Telecommunications

1. National Security Sector
Technology Sector

2. Critical Government Service 5. Transportation and Logistics Sector

3. Financial and Banking Sector 6. Energy and Utilities Sector

7. Healthcare Sector

8. Government Sector (non-
(el])]
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153 | A6 | A7[1.20 | MC.42 | 1S.111 | IS.71 | A.22 | IS.50 |
F.18 | 1S.60 | A28

Reduce Impact

F.15 137 | F.3|1S.113 | F.14 | F.2 [A11|F.8]1.35 |
IA8 |IA59 | 1.44 | IG.6 | 145 | 1.58 | IS.61 | F.20 | 1.29 | IA32 || MC.3915.49 | 1S.51 | IG.19 | IS.115| 1.38 | IS.15 | A.17 |

15.89] 1A.11 | MC.29 | MC.30 | IA.18 | MC.37 | IS.127  [162 1.9 |A72 | 1G.7 | 15.21 1S.105 | AC.2 | MC.45 | 1A.26 |
F.12 113|163 | 15120 | IS.41

Impact

Monitor

Balance High=control

157 | AC.5 | F.22| IA.83 | IS.74 | F.4 | MC.11| A23 | L5 |
1A4 | A31]| A9 A34[IA91]IS.90 | A77 | MC57 | IG.10
1A3]1G.11]IA58 | 11|IA62 | ACT7 | 152 |IG.18 | 159 |
IA7 [ 1A39 | 1G.20 | IA78 | 114 | A73 | 115 | 1588 | 116
IA63 | MC.13 | 1A66 | IA14 117 | MC.53 | 1.18 | MC.62 |
16.28 | 142 | 15,1 1534 | 1.2 IA43 | 1.47 | 1A.44 | 1S.43 |
1A45 | .50 | A58 | A67 | IS.107 | A70 | L6 | 164 | 1564 |
167 | 15.72 | 165 | 168 | 15.73 | 15.112 | 15.76 | 15.114 | IS:8
1132 15,117 | 171 [ IA46 | 1.8 | IA5 | MC.31 | A1 A40 |
MC.10 | MC.12 | 1A23 | MC.44 | IA13 | AC.3 | A.45 | MC.49

1A.82 | A.16 | MC.36 | IA.60 | 151 | IG.21 | A.46 | 131 | 1S.118 |
1A.48 [ 15.75 | 166 | 1S.55 | IA87 | F.9 | MC.56 | 15.79 | 1G.17 |
MC.27 | A9 | 155 | IS56 | IA19 | 1S.57 | 15.28 [ 1S.9| A27 |
A33] 143 | 1S:91 | MC.50 | 1S.92 | MC.54 | 1593 | MC.58 |
MC.22|15.19 | 1S.2 | 1S.95 | 14 | 1S.96 | 15.103 | MC.60 | MC.3
| DE.2 | A30 | A.66 | 15,67 | MC.8 | IA54 | 15.45 | 1G.9 | F.11|
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1G.23| A48 | 121 | AC4 | IAB1 | MC51| A25 | 1.46 | MC.19|

1G.25 | A14 | A62 | IA27 |IA73 | 1.10 | 1S.77 | IA33 |
15.99 | 111 | A.10 | MC.46 | A.43 | MC.7 | 1.2 | IS.11 | 1.49)
|15.101 | MC.18 | IA50 | MC.25 | IS.30 | MC.38 | 15.31 |

15.32 | 1S.33 | A59 | 15.36 | 1A84 | A21 | 1569 125 |
1.41 (15,83 | 1G.1] AC.9 | IG.15 | IA61 | MC.14 | 1S.48 |
MG.20 | 1A.64 | MC.24 | IA65 | A.65 | 1S.52 | 169 | IA2 |
AB8|MC.61| 170 | F.5| A69 15109 | IA67 | DE1 |
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Acceptance Reduce Probability Prevention

Likelihood

The key insights derived from Thailand’s national risk metrix indicate the

following details:

¢ Unauthorized access or attempts to gain illicit entry, along with exploitation of
existing vulnerabilities within internal information systems or previously
compromised systems, represent the most common risks, with the severity
depending on the criticality of the affected assets.

¢ Denial of Service (DoS) attacks—whether random, targeted, or distributed
(DDoS)—remain persistent cyber threats encountered by nearly all organizations,
with the potential to cause significant operational disruption.

¢ There is a risk of sensitive or confidential information leakage resulting from
compromised authorized user accounts, allowing malicious actors to access or
disclose protected data without permission.

¢ The destruction of critical data or information system components, such as
through ransomware attacks, is mentioned across all sectors’ risk reports,

though it is generally categorized within low to medium risk levels.




¢ There exists a risk of malware infection through removable devices (e.g., USB
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b

drives, SD cards) or embedded within data files exchanged between
organizations.

Malicious actors, both internal and external, exploit human vulnerabilities such
as a lack of cybersecurity awareness or misplaced trust, to deceive individuals
into revealing critical information—commonly through social engineering
tactics.

The overall national cyber risk landscape is predominantly clustered within the
category of “acceptable but requires likelihood reduction,” while the remaining

risks are mostly concentrated in the low-risk range.

However, when comparing the national risk assessment results with studies on

emerging cyber threat trends, several noteworthy observations emerge:

102

Supply chain—related risks, including cyber incidents and dependency on third-
party service providers, are still limited in number and concentrated within a
single sector.

Risks associated with Al assets and threats targeting Al training data are rarely
addressed in current risk assessments.

Threats capable of evading cybersecurity detection systems are almost entirely
absent from existing risk evaluations.

Risks involving fake websites, forged certificates, or spoofed domains designed
to bypass detection systems and deliver malware for data theft are infrequently
mentioned, despite such incidents being reported to the NCSA.

Cloud service—related risks and vulnerabilities from reliance on external vendors
or service providers are underrepresented in the assessments — even as cloud-
first policies accelerate the migration of systems to cloud environments,

thereby expanding the attack surface.
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STATISTICS

3.1.2 Statistical Results from Thailand’s Cyber Threat Risk Assessment 2025

From the compilation and statistical analysis of the national cyber risk
assessment data, several noteworthy statistical findings have emerged, providing
significant insights that inform the development of recommendations for risk

mitigation, as outlined below.

1) The frequency of cyber threat incidents identified within the risk assessment

reports

Data from the national cyber risk assessments identify cyber threat events
(Threat Events) most frequently cited by agencies as posing significant potential
risks. The results are visually represented using three color-coded risk levels: green,
yellow, and red corresponding respectively to low, medium, and high levels of self-
assessed cyber risk. Statistical data were compiled from the risk assessment
reports of 54 organizations, including Critical Information Infrastructure (CII)

operators, regulatory and supervisory bodies, and government agencies.

Top 10 Threat Event - National Overview

Low Medium @ High
Exploit vulnerabilities on internal organizational information systems. 46 65
Obtain unauthorized access. 35 56 n
Cause degradation or denial of attacker-selected services or capabilities. 38 54 E

Conduct Distributed Denial of Service (DDoS) attacks. 23 25 I

Exploit poorly configured or unauthorized information systems exposed to the Internet. 23 17

Obtain information by oppertunistically stealing or scavenging information systems/components. 23 14 n
Conduct brute force login attempts/password guessing attacks. |14 21 n

Cause deterioration/destruction of critical information system components and functions. 19 16

Cause disclosure of critical and/or sensitive information by authorized users. |15 10 n

Conduct targeted Denial of Service (DoS) attacks. “

Deliver malware by providing removable media. 9 21 ’

o 50 100 150 200

Top 10 Threat Event - National Overview
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The assessment identifies the most frequently occurring cyber threat events

(Threat Events) that pose potential risks, including:

¢ Exploitation of internal information system vulnerabilities accounts for 12.9% of
reported incidents. This threat generally results in a moderate level of risk, but
if the targeted assets involve critical organizational data, the impact level
increases significantly.

¢ Unauthorized system or data access represents 11.5% of incidents, typically
resulting in a medium-to-high level of risk. For less critical assets, it is
categorized as low risk, though the likelihood of occurrence remains high.

® Service degradation or denial of attacker-selected systems or functions
constitutes 8.4% of cases and is mostly associated with a moderate level of risk.

e Distributed Denial of Service (DDoS) attacks make up 4.4% of identified
incidents, with most being assessed as low-risk events.

* Exploitation of poorly configured or unauthorized systems exposed to the
Internet accounts for 4.3%, and is largely considered a low-impact risk.

¢ Opportunistic data theft or scavenging of information system components

represents 4.0%, generally classified within the low-risk category.
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2) The most commonly identified system vulnerabilities

Communications equipment
3.9%

Personnel
10.5%

Software
48.6%

Information system configuration
14.6%

Processes and procedures
16.9%

The identified vulnerabilities provide opportunities for malicious actors to exploit
organizational assets, potentially compromising or damaging other critical systems
that serve as primary attack targets. The data highlights several vulnerability types
that have led to asset compromise, data breaches, or theft, with the most frequently
identified categories being:

1.Software vulnerabilities — arising from insecure coding practices, outdated
software versions, and technical middleware weaknesses, which require regular
vendor updates and patching to prevent exploitation.

2.Regulation and process weaknesses - involving inadequate or poorly enforced
operational procedures, lack of routine drills, or insufficient incident response
mechanisms, creating exploitable gaps for attackers.

3.System configuration issues — resulting from improper or lax configuration of
information systems that fail to meet required security standards.

4.Human factors — including lack of cybersecurity awareness, negligence, or cases
where individuals are manipulated or coerced into facilitating cyberattacks.

Awareness levels among personnel vary significantly across different groups.

The analysis further reveals that cyberattacks are generally driven by three primary
motives: (1) stealing confidential or sensitive information, (2) disrupting or degrading
system performance, and (3) obtaining personal or user account information for
subsequent attacks. These vulnerabilities must therefore be monitored, controlled,

and remediated to effectively reduce overall cyber risk exposure.
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3) Insider Threat Risks within Organizations
Malicious actors may originate from outside the organization or infiltrate it with
the intent to compromise organizational assets and achieve their objectives.
However, in some cases, insiders themselves can become the threat actors.
According to the ENISA Threat Landscape 2024, financial motivation remains the
primary driver behind most cyberattacks. This suggests that internal personnel
ranging from regular employees (Insider) to those with access to sensitive data
(Trusted Insider) and even individuals with administrative or privileged system
access (Privileged Insider) may potentially turn into cyber attackers to pursue
personal gain or other interests.

Based on the collected data, the following insider threat risks have been identified:

Exploitation of vulnerabilities within the organization’s
ﬁ 5 intermal information systems.
2 s

ar

@

ke
4

4

3

' Introducing malware into the system through removable
[ media such as USB drives or external storage devices.

Insider Threat

Causing confidential information to be leaked or rendered
inaccessible without proper authorization.

Disclosure of critical and/or sensitive information
by authorized users within the organization.

Hacking or tampering with critical organizational
information system software.

Trusted Insider

Targeted malware attacks aimed at gaining control over
internal systems and exfiltrating data from the organization.

106




Study Report : Thailand National Cyber Risk Assessment Report 2025

Disclosure of critical and/or sensitive information
by authorized users within the organization.

Coordinating cyberattacks through combined vectors
leveraging external, internal, and supply chain partner channels.

In addition to the frequently mentioned risks outlined above, there are other
high-impact threats that warrant close monitoring. These include the compromise
or takeover of mission-critical information essential to an organization’s operations,
infiltration by individuals placed within the organization or in strategic positions
with the intent to cause harm, and collaboration between insiders and external
threat actors to conduct coordinated cyberattacks.

When examining the motives behind insider threats, agency risk assessments
indicate that the primary targets of such attacks are sensitive organizational
information, followed by the organization’s software or information systems, and
finally, financial assets that may serve as a form of monetary gain or reward

resulting from the cyberattack.
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Thailand National Cyber Risk
Assessment Report 2025

3.2 Critical Information Infrastructure (CIl) Agency Risk Assessment Results

3.2.1 National Security Sector

Government agencies responsible for national
security  prioritize  information  confidentiality,
recognizing that any compromise of their data could

directly affect the nation’s sovereignty, credibility,

and overall stability.

1G.25 | 15.108 | 1S.69

Reduce Impact High Critical

7]
2 16.20 | 16.28 | 1S.72 | 15.73 | MC.9
E
Monitor Balance High=control
A13|A27|F.1|F.9|1.48 154155
IA72 | IA.76 | IS.67 | MC.1| MC.2 | MC.3 |
MC.8
Acceptance Reduce Probability Prevention

Likelihood
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The key takeaways from the above risk metrics can be summarized as follows:

1) The majority of identified risks pertain to cyber threats aimed at system
intrusion, interception, or theft of critical information.

2) Most risks are categorized as low-level and within acceptable tolerance
thresholds.

3) High-level risks requiring immediate mitigation include the following:

» External threat actors exploiting weak system configurations to destroy
critical data or compromise information systems related to information
and technology asset management.

¢ Unauthorized intrusions into systems or networks through vulnerabilities
in software and network devices, targeting assets associated with
information and technology management or executive operations, with
the intent to steal data transmitted within or across networks.

¢ External attackers attempting to steal intelligence-related information
or corrupt incomplete data by exploiting software vulnerabilities and
human negligence or carelessness.

¢ Delivery of targeted malware by external threat actors to compromise
systems associated with key organizational resources, exploiting

weaknesses in software security.
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3.2.2 Critical Government Service

Agencies classified as key public service providers
maintain close engagement with citizens and hold the
largest volume of citizen-related data, which is essential
across multiple sectors for public service delivery.

Consequently, this sector prioritizes data availability,

accuracy, and the protection of sensitive information to

prevent unauthorized disclosure or leakage.

A.14 | MC.46

Reduca Impact High Gritical

AS53 | 15.38 A32|1A70 | 15.23

Impact

Monitor Balance High-control

A12|A13|A18]F.11]16.23]15.104 |

15.106 | 15.79 | 15.92 | 15.95 MC.28 | MC.29 ] MC.30

Acceptance Reduce Probability Prevention

Likelihood
The key takeaways from the above risk metrix can be summarized as follows:

¢ The majority of cyber threats identified involve attempts to steal or disclose
information without authorization, as well as attacks targeting system
availability through various methods.

* Most risks are considered within acceptable levels, commonly stemming from
DDoS attacks or unauthorized access to information technology assets.

e System intrusion attempts and targeted malware infections—often delivered
through files or software—occur frequently but generally do not cause

significant impact.
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The critical risks identified by agencies as requiring immediate mitigation include

the following:

e External attackers infiltrating systems and disclosing sensitive information
related to information and technology management, as well as general
government data, by exploiting software vulnerabilities.

e External threat actors embedding specialized malware designed to target
internal systems that handle general government information, leveraging
existing software weaknesses.

* Targeted malware attacks launched by external actors to gain control of
information systems and extract government-related data, exploiting
system software vulnerabilities.

e Lack of standardized procedures for patch management may allow external
attackers to exploit unaddressed vulnerabilities in systems related to
information and technology management, enabling future intrusions or

security breaches.
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3.2.3 Financial and Banking Sector
Agencies classified under the financial and banking sector A

maintain close association with financial assets and therefore
place strong emphasis on the dimensions of availability and €
integrity. Their information systems must ensure continuous

service operations and accurate, reliable financial data at all

times. Any service disruption or data inaccuracy could directly
undermine confidence in the nation’s financial and economic

systems.

AB5 | ABB|ACE|ACS [12]141]1.49 |

1A211A.27 | IA33 | IA73 | 15.108 | 15.100 |

1S.11118.31|1S.3218.33 | 1IS.35 | IS.63 |

15.66 | 1.7 | 15.99 | MC.14 | MC.18 | MC.20
| MC.23 | MC.26 | MC.38 | MC.7

Reduce Impact High Crtieal

A3|A5L|ASS|ACS|ACS | 114|122 |
126|140 | 147 [ 164 1.65 | 167 | 1.8 | 1A.1
11023 |1A.24 | IA311A39 | IA44 | 1A.45 |
1A.62 | 1A63 | 1A.92 | 1G.1815.10 | 1S.107 |
15.112 | 15.12 | 15.34 | 1549 | 15.65 | IS8 |
15.97 | MC.10 | MC.11 | MC.12 | MG.13 |
MC.41

AC2|F12|F.14|F2|F3|F8|135]
138119 15.15 | 1S.51 | MC33

Impact

Monitor Batance. High-control

|A.25 | A32 | A50 | A.66 | AC.8 | F21 | F.6|
121146 1A28 | 1G.17| 16.21 | 1G9 |
1554 | 15.96 | MC.19 | MC.27 | MC.28 |
MC.35 | MG.36

1G.6 1S53 1S.4118.59 | 1S.71 | MC.37

Accept Reduce Probability Prevention

Likelihood

The key takeaways from the above risk matrix can be summarized as follows:

¢ The overall cyber threat risks in this sector are concentrated within the medium
to high impact range, though their likelihood of occurrence remains low. Most
incidents involve attacks on system availability, attempts to gain unauthorized
data access, and the use of various types of malware.

¢ All identified risks have been effectively maintained within the medium level, with
no high-risk items recorded in the risk register. Consequently, the key strategic
approach is to further mitigate and reduce the potential impact of these

existing risks.
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 As this sector maintains strict cybersecurity controls, the primary risks involve
fraud attempts exploiting human vulnerabilities, such as social engineering or
phishing, to deceive personnel and gain unauthorized access to sensitive
information. Attackers may also exploit system weaknesses that fail to
effectively filter phishing-based intrusions aimed at data theft.

» Risks were also identified concerning threat actors impersonating suppliers to
infiltrate organizations—either by embedding malware into hardware or
software components or by establishing fake entities to conduct cyberattacks.

* Website or web application defacement attacks, which alter publicly available
content without authorization, are assessed as high-impact risks due to their
potential to damage the reputation and trust of a sector known for its strong
cybersecurity posture.

* The key risks that agencies have identified as requiring continuous monitoring

and mitigation include the following:

- Malware spread via removable media (e.g., USB) due to low cyber awareness
among staff.

- Specialized malware attacks targeting financial systems through undetected
software flaws.

- DDoS attacks disrupting financial and IT assets by exploiting weak traffic
filtering.

- Insider coercion or manipulation causing system disruption or degradation.

- Website hacking and defacement through software vulnerabilities.

- Zero-Day attacks on financial management assets.

- Physical access breaches using stolen personal data.

- Privileged insider colluding with external actors in multi-stage attacks.

- External control and data theft from financial systems via software

vulnerabilities.
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3.2.4 Information and Telecommunications Technology Sector

Agencies classified under the information technology
and telecommunications sector play a critical role, as their &
digital infrastructure and communication networks serve as LEID
the backbone connecting the nation’s entire information
systems and services. Any service disruption or outage
could therefore have widespread impacts on the operations
of all sectors and the daily lives of citizens.

C

A21|AS9|F5|IAG1

A23| A45| AS7 | 1A29 | 1A30 | 1G.10|

Impact

15.10

HighCantrl

A24|A30|Ad46|F.15] 1412 |1A15 |
1A.40 | IA41 | IA52 | 1A53 | IA54]1G.13 | 1A16
16.3 1152 15.91 | 15.93 | MG.22 | MC.37

Acceptance Raduce Probabilty Frovention

Likelihood

The key takeaways from the above risk matrix can be summarized as follows:
(1) Overall cyber threat risks in this sector are generally at an acceptable low level,

primarily involving system intrusion attempts, attacks on service availability, and data
theft incidents.

(2) Malicious actors, whether individuals or organized groups, may conduct social
engineering schemes—manipulating situations to access critical information by
exploiting (3) human vulnerabilities or insufficient system screening mechanisms.

The immediate risks requiring prompt mitigation include the following:
¢ Firmware and privileged account exploits used to access critical facilities.
e External data and device theft from information systems.

* Modified malware/ransomware attacks disrupting core network operations.
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3.2.5 Transportation and Logistics Sector

Agencies classified under the transportation and
logistics sector manage information systems that are y
vital for coordinating and controlling the movement of

goods and services nationwide. Any disruption or data %ﬂ

inaccuracy could directly impact the supply chain and

transportation safety.

A4 | A43 | A50|A51|A62| A9 | DE1|
110 [ 1.11 | IA.64 | 1A.65 | IA.67 | IA.69 |
15.101 | 15.36 | 1S.37 | 1S.48 | IS.52 | IS.83 |

MC.24 | MC.25
Reduce Impact High Critical
k=
@ | ASBIACZILLILIA [ESALLSSILALIS, 1) | 5 17 ace (113137 | 148 | 162
8 | 1n14| 181|103 1a66 | 107 | 1470 | o s e s
E | 1A911A9111522]15.64 1590 | MC31 3[R IG5 ICITIS.
Monitor Balance High-Control
F.20 |12 | 144 | 145 | 158 | IA11 [ 1A59| A.12 | A22 | A6 | A7 |15.38 | 15.60 |
CEDED)EBES | 1A8 11554 | 1S.61 | I5.89 15.84
Acceptance Reduce Prevention
Likelihood

The key takeaways from the above risk matrix can be summarized as follows:

(1) Overall cyber threat risks in this sector have a low likelihood of occurrence
but a moderate to high impact, primarily involving system intrusions, Information
Content Security, and Availability attack.

(2) The most frequent risk type involves unauthorized access, typically
exploiting weak configurations that cause data leakage to the internet, as well as

internal system vulnerabilities—including Zero-Day exploits targeting technology
management assets.
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(3) There are identified risks of insiders collaborating with outsider in coordinated

campaigns, exploiting management routines to facilitate attacks, or using physical
access of authorized staff to allow external intruders into organizational premises.

(4) Unauthorized access by both domestic and foreign threat actors to IT
management assets is among the most frequently reported risks.

(5) Since logistics systems must connect with external platforms to enable
end-to-end services, there is a risk of man-in-the-middle (MITM) attacks that
intercept sensitive data transmissions, as well as data theft from system
components or devices for further exploitation or unauthorized disclosure.

(6) The expansion of external service integrations—aimed at enhancing
operational efficiency—has increased the attack surface, creating risks of attacks
that disable transportation and IT systems, potentially causing significant service
disruption.

(7) The critical risks requiring immediate mitigation are as follows:

* Outsider exploiting human vulnerabilities to degradation or denial of
attacker-selected services or capabilities.

¢ Qutsider conducting phishing attacks by leveraging human weaknesses
to gain access to transportation data.

* Insiders exposing administrative routine vulnerabilities, enabling
coordinate a campaign of multi-staged attacks.

* Internal personnel exploiting trust relationships with colleagues to obtain
sensitive transportation information (social engineering).

* Threat actors opportunistically stealing critical financial, transportation,

or IT management data from systems or system components.
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3.2.6 Energy and Utilities Sector

Agencies classified under the energy and utilities sector
oversee critical national infrastructure that is interconnected
with all other sectors and essential for daily life and national
operations—such as electricity, water supply, and energy
systems. Any disruption or failure in these services could
have severe consequences for public safety and the quality
of life across the country.

1G.15

Reduce Impact High Critical

A28 | A31 | A.34 | A40 | A70 | AC.10 |
F.22 | 116|117 | 1.18 | 1.42 | L5 | 16 | 1A46
|1AS5 | 1A.83 | 15.124 | 1S.125 | 15.26 | 1S.43 15.120
115.74 | 1S.76 | MC.48 | MC.49 | MC.52 |
MC.53 | MC.55 | MC.57

Impact

Monitor Batance High-Control

A16]A33 | F17 (143|151 A19 | 1A20

| 1A22 | 1A81 | 1A82 | 1G.12 | 1G.14 | IS.118

15119 | 15.19 | 15.28 | 15.55 | 1S.56 | 1S.75

| MC.50 | MC.51 | MC.54 | MC.56 | MC.58 |
MC.60

Acceptance Reduce Probability Prevention

Likelihood

The key takeaways from the above risk matrix can be summarized as follows:

(1) Overall, the risks are concentrated within acceptable and critical levels, with
the latter requiring immediate remediation, primarily targeting IT management assets.

(2) Exploitation of internal system vulnerabilities and unauthorized access are the
most frequently cited risks, both classified as critical-level threats.

(3) There is also a risk that privileged or highly authorized insiders may disclose
confidential or sensitive informationusing accounts that can easily bypass system

verification mechanisms.
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(4) There is a risk that external or internal threat actors may tamper with or

alter critical energy-related data, causing damage. In cases where such data are
used to train machine learning models, the interference could result in reduced
accuracy in analysis process, classification, or prediction outcomes.

(5) External or internal attackers may embed malware into removable media
to spread within the agency’s network, targeting energy-related assets by exploiting
software vulnerabilities.

(6) External threat actors may attack energy management systems through
third-party service providers, infiltrating internal networks — these risks are
currently categorized as low-level.

(7) The high-level risks that agencies should immediately threatment are as

follows:
e Qutsider or Ac-hoc groups launching Denial-of-Service (DoS) attacks,

both simple and targeted, causing degradation or destruction of IT
management assets.

 Outsider exploiting software vulnerabilities to degradation or denial of
attacker-selected services or capabilities.

e OQutsider conduct phishing attacks to deceive individuals with low security
awareness, aiming to steal confidential or sensitive information.

* Both outsider and insider attackers exploiting software vulnerability that
inadequate screening controls to compromise or take control of critical
information system software.

¢ Outsider exploiting misconfigured systems, resulting in unauthorized
exposure of critical data to the Internet.

e Outsider or ad hoc groups exploiting recently discovered software
vulnerabilities to attack IT management assets, potentially gaining

unauthorized system access.
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3.2.7 Healthcare Sector

Agencies classified under the public health sector place
strong emphasis on the dimensions of confidentiality,
availability, and integrity, as they manage sensitive
personal health information. Their systems must ensure
continuous delivery of medical services and maintain
highly accurate medical data. Any data breach, service
disruption, or information inaccuracy could directly impact
patients’ lives and safety.

A0 A39 (12412513 | 169|170 |
IA.50 | IA70 | IA71| IA.B4 | 1G.1 | 1S.104 |
15.30 | 15.38 | 15.41 | 15.77 | MC.61

Froduce Impact Hish fe
E A.58 | A73 | 1.36 | 152 | IA.13 | IA68 | 1S20
;E; | 15.88 | MC.62 A72]|18.21
Manitor Balance High-Control
AA47|DE2|1.19 1.4 | 1A48 | IABT | 1G4 |
1545 | 1557 1A.32 | 15127 1.20 | 1.53
Acceptance Reduce Probakility Prevertion
Likelihood

The key takeaways from the above risk matrix can be summarized as follows:

(1) Overall, the risks are concentrated within the medium and critical levels, the
latter requiring immediate mitigation, as these threats primarily target health-related
assets.

(2) Exploitation of internal system vulnerabilities and attempts to steal health-

related data are the most frequently identified risks in this sector.
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(3) Outsiders may exploit software, configuration, procedural, or hardware

vulnerabilities to disrupt or degrade the performance of selected healthcare systems
or services.

(4) Outsiders conduct phishing or social engineering attacks, leveraging
procedural weaknesses and low cybersecurity awareness among staff to gain access to
health-related assets.

(5) Internal information system vulnerabilities may be exploited in cyberattacks
to access or manipulate health and information management data, potentially causing
data loss or corruption.

(6) The high-priority risks requiring immediate mitigation are outlined as follows:

» Qutsiders exploiting procedural weaknesses to slow down or disable
selected healthcare systems or services.

* Qutsiders leveraging firmware vulnerabilities to launch Denial-of-Service
(DoS) attacks.

* Qutsiders exploiting misconfigured internal information systems to
attack health-related assets.

» Qutsiders using procedural gaps and low staff awareness to gain access
to and disclose sensitive health information.

» Qutsiders deploying known malware, such as ransomware, into internal

healthcare systems by exploiting human vulnerabilities.
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3.3 Government Sector (non-Cll)

Government agencies not classified as Critical
Information Infrastructure (Cll) provide public
services and maintain official government data
that must be
accordance with citizens’ rights. Any data errors

reliable and accessible in
or service disruptions could undermine public
trust in governance, regulatory oversight, and
citizens’ entitlements and benefits.

Reduce Impact

P29 | F.4 11513132 1.33 | 1.50 | 1.68 ||

Impact

I1A.4 | 1A58 | 1A.62 | IA.77 | IA.78 | 1S.107 |
15.114 | 1S.117 | 1S.25 | MC43 | MC.44

Monitor

1S.113 | 1S.115 | MC.35 | MC.39 | MC.45

A48 | A9|ACA 1301311161166 |
1S.18 | 15,23 | 1S.70 | IS.9 | MC.36

Acceptance

A.18 | AC.10 | 1A.18 | IS.119

Raduce Probability

A.26 | F.16 | 1S.106 | 1S.111 | IS.50 |
MC.42

Frevention

Likelihood

The key takeaways from the above risk matrix can be summarized as follows:

(1) Overall, the risks are concentrated within the medium and critical levels, the
latter requiring immediate mitigation, as these threats primarily target health-related
assets.

(2) Exploitation of internal system vulnerabilities and attempts to steal health-

related data are the most frequently identified risks in this sector.
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(3) With the growing trend of digital operations via portable devices such as

laptop and smartphones, Outsiders may target these devices to infiltrate or access
critical organizational data, particularly from individuals with high-level access
privileges to information management assets.

(4) Risk assessments reveal instances of internal system vulnerabilities
being exploited, leading to unauthorized intrusions or access that could result in
the modification or disclosure of critical organizational data.

(5) Malware-related risks range from low to medium severity, including
common, specialized, and modified malware exploiting software vulnerabilities.

(6) The high-level risks requiring immediate mitigation are as follows:

e Qutsiders gaining unauthorized access to assets by exploiting vulnerabilities in
communication devices lacking proper intrusion detection and filtering
capabilities.

* OQutsiders exploiting recently discovered vulnerabilities to attack or
infiltrate systems related to digital technology assets.

e Outsiders taking advantage of poorly configured information systems,

resulting in the unauthorized exposure of information to the Internet.
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Policy Recommendations for
Risk Mitigation

4.1 Policy Recommendations for Risk Mitigation in National

66
. ( Definition Standard )

Establish standardized definitions for risk elements and assign
reference codes to enable uniform identification and
comparison of equivalent components across agencies.

66
( Laws/Regulations ]

Develop a national cybersecurity master plan and strategy aligned with
! current threat landscapes.
Promote the establishment of national cybersecurity performance
\ indicators to assess progress and guide policy enhancement.
* Enforce cybersecurity laws and regulations strictly.
* Update preventive measures and policies to address emerging

technologies such as quantum computing, Al safety, third-party risks,
and cyber risk cooperation.

66

Investment in Essential Infrastructure
and Technologies

* Promote the development of Thai-origin software and technologies.

* Establish a “National Threat Intelligence Platform.”

* Allocate budgets to enhance infrastructure for threat detection and incident
response (SOC, CERT) to improve operational efficiency.
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Policy Recommendations for

Risk Mitigation

4.1 Policy Recommendations for Risk Mitigation in National

66

Development of Cybersecurity Capabilities
and Human Resources

¢ Promote cyber threat monitoring training for the public,
corporations, startups, and SMEs.

¢ Foster domestic and international cooperation and
networks for training on cyber risk awareness, focusing
on Cyber Awareness — understanding common attack
types such as phishing, DDoS, brute-force attacks, and
malware, as well as system vulnerability management
and data protection and handling.

¢ Organize practical training and roadshows featuring

simulated cyberattack exercises (e.g., DDoS or malware

spread via USB), including procedures for incident

reporting, evidence collection, and initial response.
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Policy Recommendations for
Risk Mitigation

4.2 Policy Recommendations for Risk Mitigation in Critical Information
Infrastructure (CII) Agency

€6

Enhancement of Vulnerability ManagementJ

Standards

e Conduct regular vulnerability scanning and
remediation.
* Establish strict standards for patch management and

secure configuration.

66

Establish an Early Warning and Threat
Intelligence Sharing System

¢ Develop a National Threat Intelligence Platform connecting all
sectors.

* Enable real-time sharing of threat information (I0C/Threat Feed).

66

Strengthening Human Resources and
Capacity Building

¢ Provide cybersecurity training and skill development for personnel at all levels.

¢ Promote international certification programs (e.g., CISSP, CISM, CEH).
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Policy Recommendations for

Risk Mitigation

4.3 Policy Recommendations for Risk Mitigation in Government

éé

Establish National Cybersecurity Standards
for Government Agencies

* Encourage all agencies to conduct risk assessments in
accordance with NCSA standards.

* Develop a Baseline Security Standard for all agencies
based on NIST CSF and I1SO 27001, aligned with the
Cybersecurity Act B.E. 2562 (2019).

e Enforce timely vulnerability management and

remediation measures.
e Require all agencies to maintain IR and DR plans

consistent with national standards.

66

Empower Government Personnel with Advanced
Cybersecurity Competencies

* Provide foundational cybersecurity training for government officials at all levels.

* Develop deep technical experts and support professional certification programs.

( Integrate Interagency Cybersecurity]

Collaboration

e Collaborate with cloud providers, telecom operators, and the energy sector to

strengthen collective defenses against complex cyber threats.
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5. Conclusion and Future Directions
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Conclusion and Future Directions

The National Cyber Risk Assessment Report, conducted under the Thailand National
Cyber Risk Assessment Framework (NCRAF) for Fiscal Year 2025, reveals a rapidly evolving
and increasingly complex cyber threat landscape. The assessment highlights a growing
trend of targeted attacks against government agencies, Critical Information Infrastructure
(CII) sectors, and interconnected digital service ecosystems. These threats manifest through
various forms such as the exploitation of internal system wvulnerabilities, unauthorized
access, Distributed Denial of Service (DDoS) attacks, and ransomware incidents, all of which
have systemic impacts on Thailand’s economy and national security.

When compared with international standards and global indices such as the Global
Cybersecurity Index (GCI) and the ENISA Threat Landscape 2024, Thailand has made
notable progress in terms of legal frameworks, policies, and governance mechanisms.
However, there remain several gaps that require further development in three key areas:

m Cyber

Workforce

TECHNICAL
64 CAPABILITY

Leading countries have developed = sh})rtage of SprCialized A
real-time cyber threat detection and cybersecurity profesSiGiEE SIS,
response platforms (SOC / SOAR) that a major limitation, particularly within
integrate data from multiple sources. _government agenciesiane cr‘ltlc?l
In contrast, Thailand is still in the early mfrastructtfr.e sectors, resul‘tlng y

stages of integrating cyber threat alackioy ag'l't)f ang s
intelligence at the national level. when addressing CyESEES I

03
(_I Collaboration &
% Intelligence

Thailand currently lacks a centralized
system for efficient cyber threat
information sharing among agencies,
which limits situational awareness and
timely response to emerging threats.
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Conclusion and Future Directions

Based on this analysis, the following “future directions” are proposed to enhance

the nation’s cybersecurity resilience and capability:

1.Develop a National Threat Intelligence Platform to connect data across government
agencies, the private sector, and international partners, supported by Al-driven
analytics for proactive threat prediction and prevention.

2.Enhance national incident response capability by establishing Sectoral CERTs operating
24/7, along with cyber range environments for simulation and hands-on training.

3.Establish a sustainable Cyber Workforce Framework by defining competency standards
and career pathways to strengthen skills at all levels, particularly within government
and critical infrastructure sectors.

4.Integrate legal and policy frameworks with international standards, such as NIST CSF
2.0 and ISO/IEC 27001:2022, to ensure regulatory coherence and regional
interoperability.

5.Promote a nationwide culture of cyber awareness and resilience through continuous
education and outreach programs that encourage safe and responsible digital behavior

among personnel and the public.

These directions will help narrow the gap between Thailand and leading nations while
fostering a Sustainable Cybersecurity Ecosystem driven by collaboration across all sectors
government, private industry, academia, and international partners. This collective effort
will strengthen the nation’s preparedness to effectively confront and adapt to emerging
digital threats, ensuring Thailand’s security, prosperity, and long-term resilience in the

digital era.
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